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Preface

This book describes the syntax and features of the Network Control Language
(NCL), and the NCL commands that you use for network management modules.

Intended Audience

This book is written for network managers responsible for managing DECnet-Plus
for OpenVMS networks. It also contains NCL syntax for management entities
and management options supported by DECnet-Plus for Tru64 UNIX.

Document Structure
This book has two parts:

Part I Provides an overview of the functions provided by NCL.

Part 11 Describes the NCL commands and related information. There is a separate
chapter for every NCL module and each chapter contains a comprehensive
description of each entity belonging to that module.

Common data types, common exceptions, and NCL error messages are described
in the appendixes.
Guide to Documentation
DECnet-Plus for OpenVMS documentation is available in two sets:
¢ Documentation set for DECnet-Plus for OpenVMS
e  Supplemental X.25 for OpenVMS documentation set

Table 1 lists the documentation that supports this version of the DECnet-Plus for
OpenVMS software.

Table 1 DECnet-Plus for OpenVMS Documentation

Document Contents

DECnet-Plus for OpenVMS Documentation Set

DECnet-Plus for OpenVMS Introduction Describes the manuals in the documentation
and User’s Guide sets, outlines the DECnet-Plus for OpenVMS
features and tools, explains how to use
and manage an end system, and provides
a comprehensive glossary of DECnet
terminology.

(continued on next page)
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Table 1 (Cont.) DECnet-Plus for OpenVMS Documentation

Document Contents

DECnet-Plus for OpenVMS Documentation Set

HP DECnet-Plus for OpenVMS Release Describes changes to the software;

Notes installation, upgrade, and compatibility
information; new and existing software
problems and restrictions; and software and
documentation corrections.

Note: Print this file at the beginning of the
installation procedure and read it before you
install DECnet-Plus for OpenVMS.

DECnet-Plus Planning Guide Provides configuration and planning
guidelines, including namespace planning
information, to help you transition a network
from the DECnet Phase IV to DECnet Phase
V architecture.

HP DECnet-Plus for OpenVMS Explains how to install and configure the

Installation and Configuration DECnet-Plus for OpenVMS software using the
three configuration options (FAST, BASIC, and
ADVANCED). Also explains how to modify an
existing configuration.

Explains how to configure the X.25
functionality included with the DECnet-
Plus for OpenVMS VAX software (formerly
provided by the VAX P.S.I. Access and VAX
P.S.I. products).

Explains how to install the separate X.25
for OpenVMS software product available for
OpenVMS 164 and OpenVMS Alpha systems.
For configuration information, see the HP
X.25 for OpenVMS Configuration manual.

Explains how to install and configure the
optional OSI applications software components
(OSI Applications Kernel (OSAK), OSI File
Transfer, Access, and Management (FTAM),
and OSI Virtual Terminal (VT)).

HP DECnet-Plus for OpenVMS Network Provides in-depth information about how
Management to monitor and manage DECnet-Plus for
OpenVMS systems using various tools and
Network Control Language (NCL) commands.
Explains how to set up and use event
dispatching and how to perform all day-to-day
management tasks for the local DECnet-
Plus for OpenVMS node, including setting
up OpenVMS clusters, managing security,
downline loading, and monitoring the network.

DECnet-Plus for OpenVMS Network Provides quick-reference information about

Management Quick Reference Guide the tools that help you manage and monitor
a DECnet-Plus network. Use this guide with
the HP DECnet-Plus for OpenVMS Network
Management manual.

(continued on next page)



Table 1 (Cont.) DECnet-Plus for OpenVMS Documentation

Document

Contents

DECnet-Plus for OpenVMS Documentation Set

HP DECnet-Plus for OpenVMS Network
Control Language Reference

DECnet-Plus Problem Solving

HP DECnet-Plus for OpenVMS DECdns
Management

HP DECnet-Plus for OpenVMS DECdts
Management

DECnet-Plus DECdts Programming

DECnet-Plus OSAK Programming

DECnet-Plus OSAK Programming
Reference

DECnet-Plus OSAK SPI Programming
Reference

DECnet-Plus FTAM and Virtual
Terminal Use and Management

DECnet-Plus FTAM Programming

Outlines command descriptions and examples
for all Network Control Language (NCL)
commands that you execute to manage,
monitor, and troubleshoot the network.
Begins with an orientation chapter that
contains information about how to execute
NCL commands, followed by a command
chapter for each module in the DECnet Phase
V layered model.

Explains how to isolate and solve DECnet
problems in an OpenVMS environment that
can occur while the network is in operation.
Includes information about how to perform
loopback tests and how to use the DTS/DTR
utility to solve problems.

Explains HP DECnet-Plus Distributed Name
Service (DECdns) concepts and how to manage
a DECdns distributed namespace. Use this
manual with the DECnet-Plus Planning
Guide.

Introduces HP DECnet-Plus Distributed Time
Service (DECdts) concepts and describes how
to manage the software and system clocks.

Contains DECdts time routine reference
information and describes the time-provider
interface (TPI).

Explains how to use the OSAK (OSI
Applications Kernel) interface to create OSI
(Open Systems Interconnection) applications
for any supported operating system.

Provides reference information on using the
OSAK interface to create OSI applications on
any supported operating system.

Provides reference information about using
the OSAK session programming interface
(SPI) to create OSI applications on any
supported operating system.

Explains how to use and manage FTAM (File
Transfer, Access, and Management) software
for remote file transfer and management and
VT (Virtual Terminal) for remote login to
OSI-compliant systems.

Explains how to access the FTAM
protocol through FTAM’s API (application
programming interface).

(continued on next page)
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Table 1 (Cont.) DECnet-Plus for OpenVMS Documentation

Document

Contents

DECnet-Plus for OpenVMS Documentation Set

DECnet-Plus for OpenVMS Programming

DECnet/OSI for VMS CTF Use

Contains information about how to design
and write an application that follows a
client/server model and uses the OpenVMS
Interprocess Communication ($IPC)
system service and the transparent and
nontransparent communication with the
queue Input/Output ($QIO) system service.
Explains how to write programs using the
OpenVMS system services to communicate
with OSI transport services. Provides
information about the Common Management
Information Service (CMISE) APIL.

Explains how use the Common Trace Facility
(CTF) troubleshooting tool to collect and
analyze protocol data from networking
software.

Supplemental X.25 Documentation Set

HP X.25 for OpenVMS Configuration

HP X.25 for OpenVMS Management
Guide

HP X.25 for OpenVMS Security Guide
HP X.25 for OpenVMS Problem Solving
HP X.25 for OpenVMS Utilities

HP X.25 for OpenVMS Accounting

HP X.25 for OpenVMS Programming

HP X.25 for OpenVMS Programming
Reference

DECnet/OSI for VMS VAX WANDD
Programming

Discusses how to configure X.25 for OpenVMS
on an OpenVMS 164 or OpenVMS Alpha
system. For information about how to
configure the X.25 functionality on OpenVMS
VAX systems, see the HP DECnet-Plus for
OpenVMS Installation and Configuration
manual.

Explains how to manage and monitor an X.25
system using network tools.

Explains the X.25 security model and the
tasks required to set up and manage X25
security.

Provides guidance on how to solve problems
that can occur while using an X.25 system.

Explains how to use and manage X.25 Mail
and X.29 communications.

Explains how to use X.25 accounting to obtain
performance records and information about
how X.25 is being used.

Explains how to write X.25 and X.29 programs
to perform network operations.

Provides reference information for X.25 and
X.29 programmers.

Provides information about using the
programming interface for the WANDD
devices.




Reader’s Comments

HP welcomes your comments on this manual or any of the DECnet-Plus
documents. Please send comments to either of the following addresses:

Internet
Mail

openvmsdoc@hp.com

Hewlett-Packard Company

OSSG Documentation Group, ZK0O3-4/U08
110 Spit Brook Rd.

Nashua, NH 03062-2698

How To Order Additional Documentation

For information about how to order additional documentation and for online
versions of DECnet-Plus documentation, visit the following World Wide Web

address:

http://www.hp.com/go/openvms/doc/

Terminology

An adjacent node is a node connected to the local node by a single physical line.

These terms are used interchangeably:

e Transition and migration
e Phase IV and DECnet Phase IV
e Phase V and DECnet Phase V

¢ End system and end node

e Intermediate system and router

e Running database and operational database

e Sink node and logging node

Conventions

The following conventions apply to this book.

Convention

Meaning

special type

italic

text style

Return
Ctrl/x

[

Indicates a literal example of system output or user input. In
text, indicates command names, keywords, node names, file
names, directories, utilities, and tools.

You can abbreviate command keywords to the smallest number
of characters that OpenVMS, NCL, DECdns, DECdts, and the
other utilities accept, usually three characters.

Indicates a variable.

Indicates a new term defined either in the text or in the
DECnet-Plus Introduction and User’s Guide glossary.

Indicates that you press the Return key.

Indicates that you press the Control key while you press the
key noted by x.

In command format descriptions, indicates optional elements.
You can enter one, none, or all of the options.
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Convention Meaning

{} In command format descriptions, indicates you must enter at

least one listed element.

| In command format descriptions, separates choices within

brackets or braces.

The following acronyms are used throughout this book:
ACSE Association Control Service Element

ASE application service element

ASN.1 Abstract Syntax Notation One

BER basic encoding rules

CMIP Common Management Information Protocol
CML CMIP Management Listener

DAP Data Access Protocol

DCS defined context set

DDCMP DIGITAL Data Communications Message Protocol
DECdns HP DECnet-Plus Distributed Name Service
DECdts HP DECnet-Plus Distributed Time Service
DNA DIGITAL Network Architecture

DTR DECnet Test Receiver

DTS DECnet Test Sender

ES-IS end system to intermediate system protocol
EVD Event Dispatcher

EVL event logger

FAL file access listener

FTAM File Transfer, Access, and Management
HDLC High-Level Data Link Control

IS-IS intermediate system to intermediate system protocol
MIR loopback mirror

MOP Maintenance Operations Protocol

NSAP network service access point

NCL Network Control Language

NSP Network Services Protocol

OSI Open Systems Interconnection

OSUL Open Systems Upper Layer

PCI protocol control information

PDU protocol data unit

PPCI presentation protocol control information
PSDN packet switching data network

SPCI Session Protocol Control Information
SPDU session protocol data unit



SSDU
TCP/IP
TPDU
TSDU
XOT

session service data unit

Transmission Control Protocol/Internet Protocol
transport protocol data unit

transport service data unit

X.25 over TCP/IP
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Introduction to NCL

This reference guide describes how to use the Network Control Language
(NCL) command line interface. You should be familiar with the concepts and
terminology of the entity model of network management, as described in the HP
DECnet-Plus for OpenVMS Network Management manual.

This chapter tells you how to use NCL in the following ways:
e Invoke, use, and exit the Network Control Language

e Issue NCL commands from your terminal

¢ Define common data types for NCL

¢ Interpret NCL error messages

1.1 Rights Identifiers Required for Use of NCL

DECnet-Plus for OpenVMS uses OpenVMS rights identifiers to check access on
all manageable entities. This differs from the Phase IV software, which used
OpenVMS privileges for access to the permanent database and for write access.
Read access to the volatile database in Phase IV was unprotected.

1.1.1 Access to Local Network Data

In DECnet-Plus for OpenVMS, the rights identifier NET$EXAMINE grants

a user read access to the network configuration data. The NET$MANAGE
rights identifier grants read and write access to the network configuration data,
and NET$SECURITY grants ability to set default accounts. These new rights
allow the network manager to restrict access to network parameters. Access is
granted to an individual user by means of the Authorize utility on OpenVMS. The
following command examples grant access:

UAF> grant/id netSexamine Joe ! Grant user Joe read access to local network
data
UAF> grant/id netS$manage Joe ! Grant user Joe read/write access to local

network data

UAF> grant/id netS$security Joe ! Grant user Joe ability to set default
accounts

In lieu of NET$MANAGE rights, the BYPASS privilege grants read and write
access.

When issuing NCL commands to the local node (for example, ncl show all or ncl
show node 0 all), the rights of the executing process determine whether access is
granted.
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1.1.2 Access to Remote Network Data

When issuing NCL commands to the remote node (for example, ncl show node
remote-node-name all or ncl set ncl default entity node remote-node-

name, a connection is established to the CML application on the remote node.
Access checks performed on the remote node are dependent on the account

the remote CML application is running in (on an OpenVMS node). When the
connection comes into an OpenVMS machine, a process is created to run the CML
application. The account used is determined in the following order:

1. If explicit access control is specified, the specified account is used.

2. If there is a default account for the application receiving the request, it is
used.

3. If a proxy account is specified, or there is a default proxy account for the
remote user, it is used.

4. If none of the above are specified, the session entity is checked for a default
nonprivileged account to use.

If the account that runs the CML application does not have the NET$EXAMINE
for read access, or NET$MANAGE identifier for read and write access, then the
access is denied by the management agent.

The manager of the remote node must take explicit action to allow an individual
user access to the network configuration information. For example:

¢ Run the Authorize utility and grant an account the proper rights

¢ Run Authorize and create a proxy account and grant the proxy account the
proper rights

e Determine the user name associated with the SESSION CONTROL
APPLICATION CML. Run the Authorize utility to ensure that that account
has NET$EXAMINE for read-only access.

The last option is one of the selections offered by NET$CONFIGURE when
configuring the application database. If you select a default account for the CML
application, NET$CONFIGURE grants NET$EXAMINE right to that account by
default.

1.2 Network Management Graphical User Interface

1-2

You can access NCL through either a command line interface or graphical user
interface (GUI). The GUI allows network managers to view the status of network
components and control those components from a Motif-based window interface.
The GUI interface is located at sys$system:net$mgmt.exe (NET$SMGMT).

This utility provides a hierarchical graphical approach to the management of
DECnet-Plus. The manageable components of DECnet-Plus (modules, entities,
and subentities) are represented in a tree-like structure below the icon that
represents the node you are managing. This provides an easy way to familiarize
yourself with the organization of these manageable entities. If you choose to
enable the displaying of NCL commands from the Default Actions pull-down
menu, this utility can also help familiarize you with NCL syntax.

In addition to issuing NCL commands on your behalf, NCL GUI can also perform
task-oriented functions that involve many NCL commands or are complex in some
way. The currently supported NCL GUI tasks are:

show known links
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show known node counters
check transports

The same rights required to run NCL are also required to run this utility.
For further information, refer to the HP DECnet-Plus for OpenVMS Network

Management manual.

1.3 Getting Started with NCL

You can issue NCL commands from a terminal or from a command file. You

can use NCL to manage network entities on local and remote nodes. If you

are familiar with Phase IV network management and the Network Control
Program (NCP), you can use the decnet_migrate utility as an option to map NCP
commands to their NCL equivalents. See the HP DECnet-Plus for OpenVMS
Network Management manual for further details.

1.3.1 Invoking NCL
There are several methods of invoking the interactive NCL utility:
1. Type run sysS$Ssystem:ncl at the DCL prompt $:

$ run sysS$system:ncl
ncl>

2. Define a symbol at the DCL prompt (or insert the symbol in your
LOGIN.COM file) and then type NCL at the DCL prompt as follows:

$ ncl :== § sys$Ssystem:ncl
$ ncl
ncl>
3. Enter an NCL command line.

$ ncl any ncl command

The system executes the command and returns you to the $ prompt.

Note

The third method works only if you define a symbol at the DCL prompt or
insert the symbol in your LOGIN.COM file.

4. Enter MCR at the DCL prompt:

$ mer ncl
ncl>

5. Enter an MCR command:

$ mcr ncl any ncl command

$

The ncl> prompt indicates that you are using the NCL utility. When you receive
this prompt, you can enter NCL commands.

Other NCL operations include:
e To abort an NCL operation, press Ctrl/C or Ctrl/Y.
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e To continue a long command to the next line, use a hyphen as the last
character in the line. Place the continuation hyphen between attributes in a
list. The _ncl> prompt is displayed on continuation lines:

ncl> show node 0 osi transport delay factor, delay weight, -
_ncl> maximum receive buffers, maximum network connections,-
_ncl> maximum remote nsaps

¢ To indicate comments that are not to be read by the system, use an
exclamation point (!) anywhere in a command line.

e To exit from NCL, type exit or press Ctrl/Z at the ncl> prompt.
1.3.2 Accessing Online NCL Help Information

When you enter Help, you enter a standard help library containing descriptions
of the network management entities and their attributes. NCL online help is a
quick reference in addition to this book.

To access online NCL Help, type help at the ncl> prompt. A list of available
topics immediately appears, for example:

ncl> help or ?

Information available:

add advertise Dblock boot change clear connect
create define_(Tru64_UNIX) delete Directory_Module disable
disconnect dump echo enable Entity_Hierarchy
Event_Messages flush_ (OpenvMS) getnif getsif ignore
limit load loop NCL_Introduction Network_Management
pass ping_ (IP_Routers) Please_Read_ Me query
read_ (Tru64_UNIX) remove rename reset restrict set
show shut shutdown snapshot  SNA_Peer_Server_Module
start startloop stop stoploop  synchronize test
testevent undefine (Tru64_UNIX) unlimit update Zero

Topic?

The NCL entities are listed by verb, event message, module description, and data
type. You must type in the topic name exactly as you see it. For example, to find
the syntax for adding an X25 Relay Client subentity, you would do as follows:

Topic? add
ADD
Additional information available:

modem_connect mop 0si_transport routing
session_control x25_access x25_protocol x25_relay
x25_server

ADD Subtopic?
At this prompt you type x25_relay:
ADD Subtopic? x25_relay
ADD
x25_relay
Additional information available:
client pvc

ADD x25_relay Subtopic?
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At this prompt you type client:

ADD x25_relay Subtopic? client
ADD
x25_relay
client

add [node node-id] x25 relay client client-name
filters
rights identifiers

Additional information available:
Characteristics Identifiers

ADD x25_relay client Subtopic?

Continue down the hierarchy exactly as it appears in the syntax section of each
entity module, as illustrated in Part 2 of this book.

NCL help includes several non-verb help topics that provide additional
information about using NCL. The following display shows these help topics
and their subtopics:

Entity_Hierarchy
Additional information available:

Node DNS_Clerk DNS_Server DSA DTSS Event_Dispatcher
Alias_ (OpenVMS) Session_Control OSAK NSP

0SI_Transport Routing X25_Protocol X25_Access
X25_Client_(OpenVMS) X25_Relay_(Alpha) X25_Server XOT_ (OpenVMS_Alpha)
LAPB CSMA-CD LLC2 MOP HDLC DDCMP_ (OpenVMS_VAX)
FDDI Modem_Connect Device Frame_ (OpenVMS)

Token_Ring_ (Tru64_UNIX) Loopback_Application

Event_Messages
Additional information available:

csma-cd_station ddcmp_link_ (OpenVMS_VAX) device_unit

dtss event_dispatcher fddi_station hdlc_link lapb_link
11c2_sap modem_connect_line mop_circuit node nsp

osak 0si_transport routing session_control
token_ring_(Tru64_UNIX) x25_access x25_client_(OpenvMS)
x25_protocol x25_relay_(Alpha) x25_server xot_ (OpenVMS_Alpha)

NCL_Introduction
Additional information available:

Invoking_NCL Creating_Logs Common_Commands
Abbreviation_ of_Commands Syntax Recalling_Commands Output
Specifying Access_Control Default_Context Using_Snapshot

Customizing NCL

Network_Management
Additional information available:

Access_Control Naming_Service_Management

Remote_Node_Management Logical_Names_ (OpenvMS)

Startup_Scripts_ (OpenVMS) Shutdown_and_Restart_ (OpenVMS)

MOP_ (OpenVMS) Event_Dispatcher_ (OpenvMS) Running_Over_TCP-IP
Tools

Please_Read Me
Additional information available:

Using NCL_Help Overview_of_NCL_Help Entity_Organization
Managing_ Entities_Using NCL
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A DECnet-Plus help topic has been added to the DCL help library. To invoke the
help, enter the following command:

$ help decnet-plus

1.3.3 Creating Log Files

To keep a record of the commands entered during an NCL session, use the NCL
logging facility.

All information printed out in an NCL session is stored in the log file after logging
is enabled. This information includes commands, output, and error messages. All
information except the commands are preceded in the file by a comment symbol,
so this file can be used as an NCL script in another session.

Use the set ncl logfile and enable ncl logging commands to begin NCL
logging. For example:

ncl> set ncl logfile filename.ncl
ncl> enable ncl logging
ncl> show node 0 session control application fal all attributes

After saving the NCL commands to a log file, use the NCL log file as an indirect
command file to be invoked (during subsequent NCL sessions) with the do control
verb or the at sign (@) symbol.

For example:

ncl> enable node 0 session control
ncl> do setup_applications.ncl

To display the name of the log file, enter show ncl logfile. The default file
extension for an NCL log file is .ncl. The utility returns an error message if a
log file does not exist.

Use the disable ncl logging command at any time to turn off NCL logging or to
exit NCL.

You can execute commands saved in an NCL log file during subsequent NCL
utility sessions. However, you must ensure that the proper context for the
commands in the log file has been established. Check the contents of an NCL log
file before running it in later utility sessions.

1.3.4 Connecting to a Remote Node by Address

1-6

Under normal conditions, you can identify the remote node by name in the NCL
command. However, if the name service is interrupted or unavailable, you can
still reach remote nodes to perform management functions. You can use either
the remote node’s Phase IV address (if the remote node is configured to have
one), or the remote node’s network services access point (NSAP). Refer to the
"Understanding and Creating NSAP Addresses" chapter in the DECnet-Plus
Planning Guide for the correct NSAP format to use.

For example, the following commands all perform the same function:

ncl> show node 12.5 routing circuit syn-0-0
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ncl> show node net$49000CAA000400053020 routing circuit syn-0-0

1.4 Common NCL Commands

The following sections briefly describe a set of NCL commands supported by most
network management entities:

add and remove
create and delete
disable and enable
set

show

These commands have the same effect on any entity to which they are applied;
they are described here to prevent unnecessary repetition throughout the book.

In addition to these NCL commands, there are a number of commands that apply
only to specific entities; for example, the rename command for the Node entity, or
the dump and load commands for the Device Unit entity.

1.4.1 add and remove

Some characteristic attributes have a value that consists of a set of values. Use
the add command to add one or more new values to a set value:

ncl> add node 0 osi transport cons filters {filter_2,filter_3}

This command line adds two new values, filter 2 and filter_3, to the set

of values represented by the cons filters characteristic of the OSI Transport
entity. The values are enclosed in { }, and if more than one value is to be added in
the same command, each value is separated from the previous value by a comma.

To specify the empty set (that is, a set with no values), specify { } as the value.

Similarly, use the remove command to remove one or more values from a set
value:

ncl> remove node 0 osi transport cons filters {filter_3}
This command line removes the value filter 3 from the set.

Use the add and remove commands only on characteristics with set values (as
indicated in the description of the characteristic).

You can also use the set command to change the values of a set-valued
characteristic. However, the set command replaces the current contents of
the set with the values you specified.

1.4.2 create and delete

Use the create command to create a new instance of an entity. Most entities
support the create command; however, some entities are created automatically
by software, and so do not support the create command. For example, entities
that correspond to communications links are usually created dynamically as these
links are opened.

Use the delete command to delete an instance of an entity. As with create,
most entities support the delete command; however, some entities are deleted
automatically by software, and so do not support the delete command. For
example, entities that correspond to communications links are usually deleted
dynamically as these links are closed. You cannot delete an entity if it has child
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entities; you must delete all child entities before you can delete the parent entity.
It is usually, though not always, the case that you must disable an entity before
you can delete it.

1.4.3 disable and enable

1.4.4 set

Many entities have a status attribute called state, whose value reflects the
current operational state of the entity. The value of state is usually either:

off The entity is disabled. In this state, the entity exists and can be manipulated
in various ways (for example, by having its characteristics modified), but will
not perform its primary functions.

on The entity is enabled. In this state, the entity is fully operational.

Use the disable command to place the entity in its disabled (off) state. Many
entities do not permit you to modify their characteristics while they are enabled,
so you must use the disable command before using the add, remove, or set
commands. Also, it is often the case that you cannot delete an entity while

it is enabled, so you must use the disable command before using the delete
command:

ncl> disable modem connect line line-1

This command line disables the entity to suspend its operation temporarily and
suspends operation of the corresponding physical line.

Use the enable command to place the entity in its enabled (on) state. Most
entities do not become operational immediately when you create them; you must
use the enable command after the create command. If you disable an entity to
modify its characteristics or to suspend its operation for a time, you must use the
enable command to make the entity operational again.

Use the set command to modify one or more attributes of an entity:
ncl> set node 0 osi transport delay factor=6,delay weight=10

This command line modifies two characteristics of the OSI Transport entity. If
you specify more than one characteristic in a set command, use a comma to
separate each characteristic and its value.

If you specify a characteristic name, but no value, the characteristic is set to its
default value. The following example sets delay factor to its default value, 4:

ncl> set node 0 osi transport delay factor

Use set to give a value to a characteristic whose value is a set, for example:
ncl> set node 0 osi transport cons filters={filter_2,filter_3}

However, note the difference between this command and the following command:
ncl> add node 0 osi transport cons filters={filter_2,filter_3}

The set command gives the cons filters characteristic a set value with two
components: filter_2 and filter_3; if the set previously had other values, these
are lost. The add command, on the other hand, adds the values filter_2 and
filter_3 to whatever values the characteristic already has; any other current
values are retained.

To specify the empty set (that is, a set with no values), specify { } as the value.
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You can change the set of attributes called characteristics only by direct
management commands and not by the system or indirect commands. For
example, you can change characteristics by the set command, but not by the
create or enable commands. However, some characteristics are read-only and
never change. Each entity section gives complete information about the entity’s
characteristics, if any, and explains if and how they are modified.

Sequences, sets, and similar constructed data types must be explicitly stated in a
set command.

There are certain restrictions on the use of set to modify characteristics:
e Some characteristics can be modified only while the entity is disabled.

e A few characteristics can be modified only while the entity is disabled, and
can then have only their value increased, not decreased.

You use the show command to display the value of one or more attributes of an
entity. The general form of a show command is:

ncl> show entity-name attribute-specifier, ...
An attribute-specifier can be the name of a particular attribute; for example:
ncl> show node 0 ddcmp link link-5 protocol,transmit underruns,state

This command line displays the following attributes of the entity ddcmp link
link-5:

e The characteristic protocol

¢ The counter transmit underruns

e The status state

An attribute-specifier can also specify an entire class of attributes, as follows:
e all [attributes]

e all characteristics

e all counters

e all identifiers

e all status

The following example displays all counters and status attributes of the entity
ddcmp link link-5:

ncl> show node 0 ddcmp link link-5 all counters,all status

You can combine individual attribute names and attribute class names; for
example:

ncl> show node 0 ddcmp link link-5 protocol,all counters

This example displays the value of the characteristic protocol and the value of
all counters.

There are a few attributes whose value cannot be displayed. These are usually
attributes that represent secure information, such as passwords.
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1.5 NCL Command Syntax

An NCL command can contain the following elements, in the order shown:
verb [entity name] [,argument/attribute] [,prep-phrase]
The following example demonstrates this:

ncl> show node .mass.boston.welder routing circuit ethernet-1 -
_ncl> all status,by user=harry, password=truman

This command shows the current values for all status attributes for routing
circuit Ethernet-1 on node .mass.boston.welder with access control information
supplied. The components of this command are:

e Verb (or directive): show

e Entity name: node .mass.boston.welder routing circuit ethernet-1,
where:

— node is the global entity class

— .mass.boston.welder is the instance name for class node
— routing identifies the module to which this entity belongs
— circuit is the entity class

— ethernet-1 is the instance name for class circuit. The entity name
reflects the full naming hierarchy for the entity.

e all status, an attribute specifier
e by (preceded by a comma), a prepositional phrase

e user=harry, password=truman, user name and password used for access
control on the remote node

A comma must separate more than one attribute or argument and must always
precede a preposition. For example:

ncl> show node moosie session control port * all status, all counters, with -
_ncl> direction = outgoing

If the command is directed to the local system, it is not necessary to include the
node entity’s class/instance in the command. For example, the following command
creates the specified entity on the local node:

ncl> create routing type csma-cd

1.5.1 Verbs

NCL commands form three broad categories:

e (Control commands (such as set ncl default, exit, help) enable the user to
perform certain tasks within the NCL utility environment. These commands
perform no network management functions.

e Database commands (such as show, set, add, remove) modify or display
characteristics for existing entities, but may not immediately affect the
network configuration or operation.

e Action commands (such as create, delete, enable, disable) have an
immediate impact on the operation of the network, often causing a state
change to an entity. There are many entity-specific action commands (see
the individual entity description sections for details). Any command that is
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not a control command or a database command is an action command. For
example:

ncl> disable routing circuit circuit-1

This command line sets that circuit’s state to off, and causes an event to be
logged to indicate this change.

1.5.2 Entity Name

Entities are specified by their full name in the entity hierarchy and consist of
one or more class/instance pairs. For example, the routing circuit reachable
address entity is one of the subentities that comprises the Routing module. The
reachable address entity is subordinate to the routing circuit entity, which is
subordinate to the top-level routing entity in the Routing module. An example of
the entity’s full name is:

node 0 routing circuit ether-1 reachable address foo

Node 0 is a class/instance pair for the global Node entity. Node 0 is a designation
for the local system and is the default value for NCL commands. The "node node-
name" element in an NCL command is thus not required when the operation to
be performed is for an entity on the local system.

1.5.3 Attribute Specifiers

Certain NCL commands, such as show, can include one or more attribute
specifiers. The following sections describe the five basic attribute specifiers.

1.5.3.1 Attribute Groups

You can specify one or several attribute groups, separated by commas, in a show
command. If you specify all, this is equivalent to specifying all the attribute
groups that are legal for a command.

NCL and the CMIP Management Listener (CML) do not support entity-specific
attribute groups. The common attribute group names are:

e all [attributes]

e all characteristics

e all counters

e all identifiers (default)
e all status

See the individual show command descriptions to see which attribute groups are
legal for each command.

1.5.3.2 Characteristics

Characteristics describe the operating parameters of an entity as they are
currently defined. You can modify the value of some characteristics by using
the set, add, or remove command. Some characteristics have read-only values;
their values are set by software and cannot be altered.

Each entity section gives complete information about that entity’s characteristics,
if any, and explains if and how they can be modified.
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1.5.3.3 Counters

1.5.3.4

Counters record the number of times the entity performed a particular operation
or the number of times a certain condition or event has occurred since the entity
was created. In some cases, a counter counts the number of times a similarly
named event has occurred. Counter values are maintained dynamically by the
system and cannot be reset by the system manager.

Identifiers

In most cases, an entity has one identifier: the simple name that is assigned to
it when it is created. This identifier is a unique instance name within the entity
class and cannot be modified except by deleting the current entity and recreating
it with a new name. See specific entity description sections for more information
on entities that have multiple identifiers.

1.5.3.5 Status Attributes

Status attributes record current conditions of the entity, such as its state. Usually
status attributes are set dynamically by the system to reflect current conditions
set up by different operations. You can display current status values, but you
cannot directly modify them. However, certain network management actions
(such as enabling or disabling an entity) may alter the values of status attributes.

1.5.4 Arguments

Certain NCL commands have required or optional arguments. Arguments can
indicate values to be set, data to be operated on, or instructions for performing a
specified task.

1.5.5 Prepositional Phrases

Most NCL commands accept two types of prepositional phrases:

e Use "by phrase" to specify an access control string for remote system
management.

e Use "with qualifying-phrase" to limit the action of an NCL command to those
entities that match the qualifying condition.

You can specify one or both prepositional phrases in any NCL command that
accepts them. Separate the prepositional phrases by a comma. See individual
command descriptions to determine which commands support the use of
prepositional phrases.

1.5.5.1 Qualifying NCL Commands

1-12

Use the with prepositional phrase to qualify an NCL command to limit the scope
of its operation. Also called filtering, this process is useful in displaying or acting
upon only certain information. The expression supplied as part of the with clause
must be an attribute of the entity (or entities) specified in the command.

ncl> show node 0 session control application *, with maximum instances>0

For every session control application entity on node 0 (the local system), NCL
finds the entities with maximum instances greater than zero, and returns the
identifying information about those session control application entities.

The with prepositional phrase is a Boolean expression that can use the relational
operators shown in Table 1-1.
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Table 1-1 Relational Operators for a with Clause

Symbol Meaning

= Equals

<> Not equals

< Less than

<= Less than or equal to

> Greater than

>= Greater than or equal to

1.5.5.2 Restrictions of With Clause

It is possible (but improbable) for the value of an attribute to change between the
time the attribute value is tested against the with clause value and the time the
directive is actually issued to the entity. This limitation can lead to cases such as
the following:

ncl> show 0 session control port *, with send queue > 0

Node 0 Session Control Port %$XCC354000
AT 1991-11-13-16:32:03.249-05:0010.269

Status

Send Queue = 0

In this case, the attribute briefly goes non-zero, then immediately returns to
zero again. Unfortunately, the attribute changed value between the time it was
sampled by the entity filtering software in the CML and the time that the Show
directive was issued to that entity instance. This is generally not a problem.
Most attributes are stable so this rarely happens.

1.5.6 Using Abbreviations

All NCL commands are made up of the same components: keywords, values, and
punctuation. Keywords and punctuation are the parts of the NCL syntax that
remain the same for every network; values are the parts that change depending
on the particular configuration of a network. Values include entity instance
identifiers and attribute/argument values. In general, you cannot abbreviate
values, but you can abbreviate keywords as long as the abbreviation is unique.
A misspelling may cause NCL to treat an entity name as if it were an attribute
name. However, if spelled correctly, it recognizes multiword keywords.

For example, the following command lines are equivalent:

ncl> show node finance routing circuit *
ncl> sho no finance ro ci *

The node identifier, in this case, finance, cannot be abbreviated. In fact,
identifiers anywhere in a command cannot be abbreviated. For example, the
following two commands are not equivalent:

ncl> show node finance name
ncl> show node f name

The latter command tries to communicate with node f, not node finance.
The following example shows an ambiguous command line:

ncl> s n finance r ¢ * probe rate
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The command is ambiguous because the abbreviation s could stand for either the
set or show command.

However, if the value itself consists of keywords, then it can be abbreviated.
For example, the data type EntityClass, by definition, contains keywords
representing the various entity class names. These keywords can be abbreviated
in the same way as normal keywords, as long as the abbreviations are unique
(unambiguous). See Appendix B for more information on data types and
keywords.

As another example, note that the following two commands are equivalent. Both
pass all events received by the event dispatcher from the routing entity.

ncl> pass ev d out s local_stream gl £ ((r), all)
ncl> pass event dispatcher outbound stream local_stream global filter -
_ncl> (( routing ), all)

1.5.7 Specifying Full Names in an NCL Request
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You can substitute an unqualified name for a full name in an NCL command
only when the remote node specified in the command and the local node use the
same primary naming service and their full names are identical except for the
unqualified names themselves.

Consider the following cases:

LOCAL NODE REMOTE NODE
Full name: ns:.lkg.localnode ns:.lkg.remotenode
Unqualified name: localnode remotenode
Synonym: locnod remnod
Full name: local:.localnode local:.remotenode
Unqualified name: localnode remotenode
Synonym: locnod remnod

In these cases, you can substitute the unqualified name for the full name in the
NCL command:

ncl> set event dispatcher outbound stream ost_1 sink node remotenode

This next example, however, is different:

LOCAL NODE REMOTE NODE
Full name: ns:.uct.localnode ns:.lkg.remotenode
Unqualified name: localnode remotenode
Synonym: locnod remnod
Full name: ns:.localnode local:.remotenode
Unqualified name: localnode remotenode
Synonym: locnod remnod
Full name: local:.uct.localnode local:.remotenode
Unqualified name: localnode remotenode
Synonym: locnod remnod

In this exa