DRAFT

Secure Browsers?

A. L. Dos Santos, R. A. Kemmerer, F. De Paoli

Reliable Software Group

Computer Science Department

Universit yof California

Santa Barbara, CA 93106

August 21, 1997

Abstract Toda ythe World Wide Web is considered to be a platform for building distributed applications. This evolution is made possible bybrowsers with processing capabilities and b yprogramming languages that allow web desi gners to embed real programs into HTML documents. Downloading and executing code from anywhere on the Int ernet brings securit yproblems along with it. A s ystematic and thorough anal ysis of securit yflaws in the browsers and relat ed technologyis necessar yto reach a sufficient level of confidence. This paper presents some results of ongoing research that has the final goal of developing properties for secure browsers and procedures for secure browsing. The paper describes some experimental attacks that have been carri ed out b y exploiting features of Java, JavaScript and Li veConnect executed b yNetscape

Communicator 4.01a.

1 Introduction:

The growth of the Internet and the World Wide Web (WWW) during the past few years has been phenomenal. The Internet is currentl yserving t ens of millions of people connected through millions of computers. Most ever ybusiness and government institution has a web page, and the web and web browsing are fast becoming the primar y source of information for peopl e of all ages.

Languages like Java and JavaScript have been developed to embed programs into

HyperText Markup Language (HTML) docum ents (pages). Java applets, which are designed to be downloaded from the web and run directl yb ythe Java virtual machine within a browser, are also increasingl ybeing included in web pages to provide more sophisticated animation and other desirable features. Downloading and executing code from an ywhere on the Internet brings securit yproblems along with it. That is, the host computer is open to a variet yof attacks, ranging from attacks that simpl ymonitor the environment to export information, to attacks that change the confi guration or the behavior of the host (changing files, consuming resources), and finall yto attacks that open a back door to let intruders get into the host.

Manysecurit yflaws were found in the implementation of the new technologies or in their specification. This paper describes attacks implemented exploiting securit yflaws of Javascript and LiveConnect, with the final goal of implementing the attacks described in [PSK97] that became unusable with Netscape Navigator 4.0 and lat er versions. The attacks targeted Netscape´s browser because it is one of the most used browsers, although we intend to test our attacks and verif ythe presence of other fl aws in Microsoft Explorer in ongoing work.

The paper is structured in the following wa y, the next section summarizes the features of Java, Javascript, and Li veConnect that were used in the attack, Section 3 describes the new attacks, and finall y, conclusions and future work are presented.

2 Technologies

This section outlines the characteristics of Java and JavaScript, which are the most popular languages for programming the web, and of Li veConnect, which is a technology designed to enable communication beween programs written in these two languages. We refer the reader to our previous paper [PSK97] for details on web browsers and appl ets.

2.1 Java

The Java language is a general-purpose obj ect-ori ented language that was introduced b y

Sun Microsystems in 1995 [GJS96a]. One of the major desi gn goals for Java was portabilit y. The result is that not onl ythe Java source code, but also the binar ycode is executable on all processors. This is accomplished b ycompiling the source code into platform independent b ytecode, which is then run b ythe Java virtual machine.

Some of the features of the Java language that make it simpler and supposedl y more secure are that it is strongl yt yped, there are no preprocessor statem ents (like C’s

#define and #include), there are no pointers, no global variables, and no global functions.

B ykeeping the l anguage simple and without manyof the error prone features, such as multiple inheritance, it is expected that Java will be more secure.

A Java program is a collection of classes and instances of classes. Each cl ass is compiled into an intermediate format, called bytecode , which is then interpreted to execute the program. A major characteristic of Java is that pointers are not supported;

object references are provided instead. Java also supports dynamic creation of instances and bindings. When a cl ass instance (an object ) is needed, it is created explicitl yand a reference to it is returned; when a method is invoked on an object, the interpreter sel ects the method to be executed according to the class hierarch yand method overloading.

Object destruction is automaticall yhandl ed b ya garbage collector , so that memor y management is completely in the control of the interpreter.

The Java Virtual Machine is emulated in software and can run on num erous platforms [ LY96]. It could also be compiled or implemented directl yin microcode or hardware, but currentl yit is mostl yemulated in software. The vi rtual machine deals with class files, which cont ain Java virtual machine instructions, a s ymbol table, and a few other necessar yitems. Java virtual machine instructions are all one b yt e long, and that is whythe yare called b ytecodes. B yt ecode can also be generated from other high l evel languages, such as Ada or C, or it could be generated manuall y.

Besides supporting the desi gn of complete applications, Java supports the implementation of small applications, called applet s, which can be embedded into HTML pages. A special tag in a downloaded HTML file tells the web server to download the bytecode for a Java applet, and the most popular web browsers, such as Netscape

Navigator and Microsoft Explorer, include support for the execution of applets. Appl ets can be used for implementing small stand-alone applications, as well as for implementing clients of client/server applications.

A page ma yhave more than one appl et embedded in it. In this case, all of the applets are downloaded together. Because a thread is associated with each applet more than one applet can run concurrentl ywithin the same web-page context. The class Applet defines a set of methods to control applet behavior. These methods can be overridden b y programmers to get the desired behavior from their applets. The most important methods are init , start and stop . When an applet is downloaded it is automaticall ycreated, initiated and started: the methods init and start are invoked and the applet is label ed active . When the page that embeds an applet is not displa yed (the browser is iconified or shows another page), the execution of that applet is suspended (i.e., the method stop is invoked and the applet is labeled inactive ). If the page is displa yed again, the appl et execution is resumed

(i.e., the method start is invoked again and the applet is labeled active ). It is possible to keep an applet running even when it is inactive, however. This is accomplished b y overriding the stop method so that it never returns.

2.2 Javascript

Javascript is an object-based, loosely-typed, scriptinglanguagethat has been specifically designed byNetscapeto includeprograms (scripts) into HTMLpages. It gives the programmer ahigher degreeof access to thebrowserthanJavadoes. In Javascript functions can bedeclared that arenotmethodsof aparticular object and that can beused with any referencetoanobject.

Javascript was designed to provideInternet developers withan environmentthat is easyto program, and itresultsinprograms that run on both the clientside, embedded in the

HTMLlanguage, and on theserver side, whereit is called LiveWire. Ontheserver side,

LiveWireis used ascommon gatewayinterfaces (CGI) are. That is, theyare accessed bya

URLand execute a program in theserver with accessrestrictions specified ontheweb server. Therequirements of beingflexible andprovidingafriendlyenvironment for the programmermake Javascriptsubjecttomanysecurityflawsasisdemonstratedin[DIGI97].

Javascript provides the programmer with man ypre-defined objects, such as history, text, windows. Manyof these refer to browser properties, such as location, history, navi gator, and window, or to the HTML page being shown in the browser. This is where the language provides the programmer with a good deal of manipulation of the user´s browsers, which results in ver ypleasant pages and sometimes unsafe and perhaps annoying pages.

Oneparticularlydangerous, although veryuseful, object is theform object.The form is sent to aCGIor LiveWirein theserver URLtaken from its ACTION field, and this program maysend back an answer in MultipurposeInternet Mail Extensions (MIME) format that will beshown in thewindow orframetaken fromtheTARGET field. Another wayto send aform is through e- mail, and forthis onejust specifies in theACTION field

^mailto:~withavalide-mailaddress.Thisisaveryflexibleanddangerousfeature.

Thesecuritypolicyof Javascript, implemented in NetscapeNavigator, prevents someofits builtin objectsand methods from accessingprivileged information. In this way, although Javascript has ahistoryobject, an access to its fields returnsthenull string. In

Navigator 3.0 Javascript introduceddatataintingin order to allowapplets thatneed this information accesstoit.Datataintingenables Javascript scriptto accessthisinformation but not to send it to aserver without the consent of theuser.Theonlyrequirement for data taintingtobe enabled is for theuser to set an environmentvariable called

NS_ENABLE_TAINT [NET97b] . Netscape abandoned this technologyin Navigator 4.0 and above,whichispart of NetscapeCommunicator, in favorof amuch better technology thatusesdigitalsignaturestogivecapabilitiesto Javascriptscripts[NET97c].

Javascript enables ascript toopen anew browser and gives back ahandleto this browser. Usingthis handleoneshould beableto accessanymethod or objectof thenew browser that does not accessor return privileged information. In particular,theURLobject and thelocationobject should not return anyinformationabout whattheuser is viewingin theotherbrowser.WhentheobjectURLis accessedit always returns anullstring. However wefoundthatbyaccessingtheobject location usingtheexpression val =^~ + win.location , theURLof thepagethat isshown in thepopped up browser is returned. SincetheURLthat is returned is theonethat was specified bythescript in theopenmethod,this is notvery useful information. If theuser changes thepagedisplayed in thepopped up browser, then theexpression val=^~ + win.location returns theliteral string^[object Location]~. Thus, byrepeatedlymakingthese accesses thescriptthat opened thebrowser could determine when theuser finishes viewingthefirst page. This,however,does notappear to give any useful information to thescript. Therefore, this implementation, although strange, atfirst appearstobesafe.Wefound,however,thatifthepoppedupbrowserisclosedandthescript evaluates theexpression val =^~ + win.location, then theURLof thepagethatwas last displayed in thebrowser isreturned. Wedescribetwo attacksin this paper that can be implementedusingthevalueacquiredexploitingtheaboveflaw.

2.3 LiveConnect

LiveConnect is a technologydeveloped b yNetscape and incorporated in its browser. It was developed as an answer to page developers who wanted to be able to do inter application communication at the client side [ LEV96]. It enables communication between anytwo of Java applets, Javascript and Plug-ins [NET97a].

The communications that ma yoccur are:

a) A Javascript script maycall methods from Java applets or Java builtin methods;

b) A Javascript script maycall Plug-in functions;

c) A Java applet maycall Javascript functions, both builtin and user defined;

d) A Java applet maycall Plug-in functions;

e) A Plug-in ma ydefine Java classes;

f) A Plug-in ma ycall Java and Javascript functions.

The restriction imposed on this communication is that an ycommunication must be between an appl et and a script contained in the sam e page and Plug-ins that were loaded b ythis page. Also, since one of the Java, Javascript, and Plug-in can access builtin functions of the other, the yshould not be able to subvert the securit yfeature in place at the accessed technology.

This technologygives an Internet developer man yopportunities for interaction with the user that were not availabl e before. Applets can work together with Javascript and Plug-ins, giving the user all the features available in all three t echnologies. Also the y can open channels of communication in the client side without the need for interaction with the server. This was a feature requested b yman yWeb page developers.

The consequence of LiveConnect adding all these additional features is that the y open new doors to securit yflaws. Concerns that were nonexistent before, like a

Javascript script being able to open a socket connection [GAR97], are real threats now, since the script can communicate with a Java applet and ask it to open the connection on the script´s behalf. This connection could be used to send the server information that previousl ywas onl yable to leave the client as a form submission.

3 Experime nts

In this section we describe the experiments carried out b ythe Reliabl e Software group at

UCSB. Our ori ginal goal when these experiments began was to test the reliabilit yof

LiveConnect and check for implementation flaws. Although almost all attacks exploit the weakness of t ying together different technologi es, which were designed independentl y, the last attack described could be carried out b yjust exploiting a flaw in Javascript.

The first attack described was implemented against Netscape Communicator 4.01 and does not work against the newl yreleased Netscape Communicator 4.01a. It exploits an implementation flaw in LiveConnect, whi ch gathers information about the activities of a user browsing the Web. This inform ation, the UR Lof pages the user has viewed, could be used to implement the attacks described in [PSK97].

The second attack, which works against Netscape Communicator 4.01a, is a denial of service attack. It exploits a non-documented feature of the objects used b y

LiveConnect. It disables part of Li veConnect, not allowing communication between Java applets and Javascript, after a user has viewed a hone y-pot page at the attacker´s server.

The third and fourth attacks are new implementations of [PSK97]. After [PSK97] was written Netscape released Communicator 4.0, which fixed the flaw that enabl ed one applet in a page to get thread names in other pages. This makes the attacks described in

[PSK97] onl yeffective with Navi gator version 3.01 or lower. However, b yexploiting a flaw in Javascript and using the abilit yfor communication between Java applets and

Javascript we were able to implement the sam e attacks. We also got the added bonus of not being restricted b ypages that carr yapplets.

3.1 LiveConnect attacks

As with all commercial products, which need to meet tight deadlines, Li veConnect had implementation flaws that could be exploited. One powerful attack, which exploits

LiveConnect to enable an attacker to track user activities, gets information entered in forms and information on the cookie file, has not yet been fixed byNetscape (August

14 th , 1997). It is called the Singapore Privac yBug, and Netscape claims the yhave alread yidentified and fixed Netscape to deal with it. In [NET97d] theyclaim that the new version of Netscape, which patches the flaw will be released in a few weeks, but this has not yet happened.

Another attack, which was implement ed b your group at UCSB, exploits the fact that the implementation of LiveConnect in Navi gator 4.01 goes against the need-to-know securit yprinciple. An applet communicates with Javascript through Li veConnect using an object called JSObject. If an applet has its stop method overwritten, as was done in

[PSK97], it will continue to run even after the user is no longer displa ying the page that loaded the applet. If it calls a method of JSObject after the page that loaded the applet is not shown anymore, the method throws a JSException exception. The toString method of this JSException is translated to the string: ^ netscape.javascript.JSException: access disallowed from scripts at http://www.cs.ucsb.edu/~andre/livecon/ to documents at the

URL address ~, with the URL address filled in with the UR Laddress of the page being shown. A side effect of LiveConnect throwing this exception is that it kills the applet.

This occurs because the protot ypes of the JSObject methods do not specif ythat the y throw an yexceptions.

An attack implemented using the flaw described above, could get the UR L of a page the user was viewing. It is not possible to do an ything with this information, however, since the appl et is killed before being able to use it. In our attack, the solution for this problem was to hand-edit the JSObject.class class librar y. The JSObject methods are native m ethods, and the ycan therefore throw exceptions without specif ying this in their protot ypes. It is an eas yt ask to change the JSObject.class class librar yto specif y that the methods throw JSException exception, because the speci fication of a class file is publicl yavailable [ LY96]. With this change, our Java applet is able to cat ch the exception, which stops it from being killed. Using this implementation we were able to implement attacks similar to the ones described in [PSK97], without the restriction that the target pages needed to have applets. Netscape released Navi gator 4.01a, which fixed this problem printing ^another domain~ in the place of the URL address.

3.2 LiveConnnect and a denial of service attack

Denial of servi ce attacks were never considered high priorit yb ySun [DFW96], and this is likel yt rue for Netscape too. This is because the prevention of deni al of service attacks is difficult, but not impossible [GAR97]. We implemented a denial of service attack that can have effects that are less obvious or harder to deal with than the ones report ed in

[DFW96] and [GAR97].

The denial of service attack disables the abilit yof an applet to communicat e with

Javascript using LiveConnect. This attack is ver ydiffi cult to detect or deal with because of its stealth nature. It does not affect an yother part of the browser other than the Java-

Javascript communication. For a user, the result of this attack would be that some applets do not behave properl y. The user, not having an yadditional clues, would likel ybl ame

Netscape for having a buggybrowser. The number of such applets nowada ys are small, but as the number of Java applets using Li veConnect increases the problem would scale accordingl y. Using tools like Jamba [AIM97], which creates these applets or b ydirectl y using the LiveConnect technologywill also increase the number of these applets in use.

The first step of this attack is to have an applet that overwrites the stop method and that uses the JSObject.class class librar yprepared as described in the previous section. In our implementation the applet has an infinite loop with a call to the sleep method and a call to a JSObject method (we used the eval method) in its stop method.

The applet will be prevented from stopping because it had its stop method overwritten and the exception will be caught b ythe appl et, preventing it from being killed. The effect is that due to an implementation bug Netscape will believe that an yother applet that calls a JSObject method, when this malicious applet is running, is the offending applet. This other applet will receive the same JSException that the offending applet receives, and because it has not prepared JSObject.class it will not catch the exception and will be killed.

After the applet is read y, we could embed it in a hone y-pot page that will be viewed b yusers. The applet and the hone y-pot page would be di fficult for a user with no experience in programming applets to trace, because the bug would be hidden until an applet that uses LiveConnect tries to run. We tested this deni al of service attack using two different servers at the same dom ain. Although there is a possibilit ythat the attack onl y works for Web servers in the sam e domain we don´t believe that this is true. We were also careful to use IP numbers to address the Web severs running in different hosts.

3.3 Building a dossier of the user

This attack exploits the flaw in Javascript described in section 2.2. It uses this flaw to identifythe UR L a user is viewing in a browser that was popped up b ya script. This information can then be sent to a Java applet, which is allowed to have a socket connection to the host it came from. Through this connection the information can be sent to the attacker´s host.

This attack was implemented b ytracking activities bythe host, not b yusers.

Some alternatives for tracking activities bythe user are:

a) Use cookies which uniquel yidentifya user, as is done b y DoubleClick

Corporation [STE97]. Although this would not give the user´s login name it has the advantages of using cookies, which the user is alread yused to accepting, and being persistent among Web surfing sessions.

b) Use the automatic submission of forms, as is done in [PSK97]. This would give the e-mail address of the user but must rel yon the user accepting, or not understanding and accepting, the submission of a form b ye-mail. This assumes the user has set the option in Netscape communicator 4.01a to be warned b ythis. If the user did not set the option or he/she is just too used to clicking yes for ever ywarning message, then this is the best option.

c) Use social engineering to convince the user to submit a form or to have a username/password to access the attacker´s page. Depending on what information is available on the attacker´s server this can easil ybe achieved.

The attack starts with the user accessing a hone y-pot page on the attacker´s server.

This page has a Javascript script and a Java applet. The script, when loaded, opens a new browser with a page from the attacker´s server. The script also has a function that when called closes the browser that was opened, gets the location that was opened on the browser, and reopens it at that location, returning the location.

Next the Java applet opens a socket connection to the attacker´s server. It then gets the IP address of the user´s host and sends it through the connection. At a set interval of time the applet uses LiveConnect to call the Javascript function and gets back the UR L name of the page that the user was looking at. The applet sends this information to the attacker´s server through the connection.

In this attack, the interval used to collect the dat a is ver yimportant. If it is too small the user will notice a frequent flicker of his/her browser. If it is too long the UR L´s for some pages will not be collected.

This attack is likel yto succeed because man yPC users are used to having their browsers full screen. In Windows98 beta there is an eas ywa yto open a Web browser, which is opened b ydefault full screen. The browser being full screen has the advantage of not alerting the user about having two browsers opened. Another advantage of having full screen browsers is the result of the wa y Javascript scripts runs in the browser.

Because the script is interpreted in browse space there is no repainting of the page in the browser until the script finishes. Given this property, if a loop is used for the dela yin the script, in the interval of time that the second browser is closed the page on the first browser will not be repainted. Therefore, the first browser will not displayan y information that could lead the user to perceive the attack.

Even if the browser is not full screen the attack is likel yto succeed because with a correct interval of time between samples, the user ma ybelieve that this flicker is not something to be concerned about. Also there are man ypages on the Web that open a second browser.

3.4 Stealing privileged information, accounts and passwords

This attack exploits the same flaw on Javascript as the previous attack. It uses the information collected in the sam e wa yas the previous attack to identif ya target page.

However, when the t arget page is identified it opens a cop yof the page, which is locat ed on the attacker´s server instead of the page located on the real server.

This attack needs onl ya Javascript script. It uses setTimeout to recursivel ycall the same function after a dela y. This function has the same functionalit yas the one used in the previous attack. The difference is that when a user is viewing a t arget page, instead of reopening it, a cop yis opened in the attacker´s server.

This attack, as in the previous one, starts when the user fetches a hone y-pot page from the attacker´s server. This page has a Javascript script that opens a new browser and monitors the user activit y. When the user is viewing the target page, or perhaps one of a set of target pages, the browser that is being controlled b ythe script opens a m alicious copyof the page on the attacker´s server. In the same manner as is done in [PSK97], from this point on the attacker´s server has complete cont rol of the user´s interaction with the pages that he believes are in another server. The forms filled in and the h yperlinks followed b ythe user from this moment on are at the control of the attacker, who probabl y faked some of the links and will send the user back to the real Web world after the targeted privileged information has been acquired.

The target page could be the log-on page of an online bank or some other page that requires a user id and password. The target page could also be a page that the user believes to be safe for t yping credit card information. Aft er the information is captured the user could cl ean up, closing the monitoring browser, which is no longer needed.

The same comments about the need for two browsers being opened that was presented in the previous attack applies to this attack. The sam e technique of faking the status line done in [PSK97] mayalso be implemented in this attack.

The user ma ynotice both attacks if he tries to go back in the histor ylist, using the back button. Since the browser is being opened over and over again, all histor y information is onl yavailabl e at the interval of time that it remains undisturbed. Also an y scrolled text will be reset when the intervention occurs.

4. Conclusions

In this paper a number of attacks were described. All except the fi rst attack are still effective with the latest version of the Netscape browser (Communicator 4.01a). The first attack was presented for its pedagogi cal value. It shows that in an earlier version of

Communicator the need-to-know principle was forgotten, resulting in a flaw that could be exploited against a user.

We also described how a denial of service attack can be used to defame a new technologyor a browser. This attack differs from other attacks that exhaust resources

[DFW96] in the sense that it is veryspecific and has consequences onl yto a small portion of the browser and pages displa yed b ythe browsers.

The last two attacks presented give the same results as the attacks described in

[PSK97]. While in [PSK97] the tracking of user activit ywould onl ywork for pages with applets, in the case described in this paper this restriction does not appl y, whi ch makes the attacks much more powerful.

The attack against a user´s privac ydescribed in section 3.3 shows that new technologi es that combine individual parts must take in consideration not onl ythe securit yfeatures of these individual parts, but also how the securit yfeatures of these parts are affected when the yare combined. Javascript or Java alone have serious rest rictions on what the yare able to accomplish, but when the yare put together the ycan be combined to attack the user.

The lack of the need for an applet in the target page in the attack described in section 3.4 opens the possibilit yof attacking an ypage on the Web. This has much more serious consequences than the attack described in [PSK97].

In the l ast two attacks described the sample rat e is the most important point to make the attacks effective. The sample rate must be adjusted to a value such that the casual user will not get suspicious. These rates can be even more frequent on stand alone web browsers, like web boxes and web computers, whi ch besides having a full screen browser make flickering more acceptable.

5 Future Work

This paper is the result of our ongoing effort to determine the needs for secure browsers and secure procedures for browsing.

We are currentl yrunning experiments for determining other securit yflaws in the browsers and in new technologies. We are also testing these attacks against Microsoft

Explorer.

There is much that can be improved to get better stealth characteristic on these attacks. We are testing some of these solutions and investigating how much more we can exploit the securit yflaws identified.

From this research we expect to learn how to desi gn procedures and counter measures to enable users to use commercial browsers without the fear of having their privac yviolated or even worse of having their privileged information released. The best solution we believe would be for users to be better educated. But we believe that with all these new technologi es appearing at such a fast pace and with all the new user-fri endl y, but not securit yfriendl y, hardware that gives eas yaccess to the World Wide Web, this will likel ybe impossible. To find solutions for this problem, or part of it, is our goal.

6 References

AIM97 Aimtech Corp, ^ Jamba The professional desi gn tool for creating d ynamic Java applets~, Jamba web site, 1997, http://www.jamba.com:80 .

DFW96 Drew Dean, Edward W. Felten, and Dan S. Wallach, ^Java Security: From

HotJava to Netscape and Be yond~, Proc. Of 1996 IEEE S ymposium on Securit yand

Privacy.

http://www.cs.princeton.edu/sip/pub/secure96.html

DIGI97 Digicrimesite.

http://www.digicrime.co m .

GAR97 Simson Garfinkel and Gene Spafford,^Websecurity&commerce~, O´Reilly&

Associates,June1997.

GJS96 James Gosling, Bill Joy, and GuySteele, TheJavaLanguageSpecification, ISBN 0-

201-63451-1,TheJavaSeries, Addison Wesley, 1996.

http://www. nge.co m/ho me/java/spec10/index. html .

LEV96 Jason Levitt, ^ Internetview: An Application Infrastructure~, Information Week,

June 1996, http://techweb.cmp.co m/iw/582/82iojl.htm .

LY96 Tim Lindholm and Frank Yellin, ^The Java TM

Virtual Machine Specification~,

September 1996, http://www.javaso ft.co m/docs/books/vmspec/html/VMSpecT OC.doc.html .

NET97a Netscape, ^ LiveConnect ~, Netscape web site, 1997, http://home.netscape.com/comprod/products/navi gator/version_3.0/building_blocks/livec onnect/index.html.

NET97b Netscape, ^Using dat a tainting for security~, Netscape web site, 1997, http://ho me. netscape.co m/eng/mozilla/3.0/handbook/javascript/index. html .

NET97c Netscape, ^Signed Scripts~, Netscape web site, 1997, http://developer.netscape.co m/librar y/documentation/co mmunicator/jsguide/js1_2.htm .

NET97d Netscape, ^The Singapore Privac yBug~, Netscape web site, Jul y25 th 1997, http://ho me. netscape.co m/info/security-doc.html .

PSK97 Flavio De Paoli, Andre L. Dos Santos and Richard A. Kemmerer, ^Vulnerabilit y of ^Secure~ web browsers~, to appear in 20 th National Inform ation S ystems Securit y

Conference, October 1997, http://www.cs.ucsb.edu/~andre/nissc97.ps .