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1. Introduction


The multiple UNC provider router (MUPR) is a mechanism which allows multiple file systems that understand UNC naming to co-exist on a single workstation.  Such a file system is called a UNC provider, or a redirector.  Both terms are used in this document.  A UNC path is a one beginning in a double back slash ('\\').


Since all redirectors could potentially service UNC pathnames an arbiter is needed to resolve path based requests.  The MUPR acts as a traffic cop, accepting all UNC requests and routing them to the correct provider.


The MUPR's job is complicated by the fact that a single name can have more than a single valid resolution.  For example, a file name can exist on two different servers with the name and share point.  These two files may be completely unrelated.  A server and share point combination may be accessible to two or more redirectors, but only one can access the file.  Name resolution problems are not new to networking.  Any workstation that can talk multiple protocols, or that can communicate to 2 physically disjoint networks will have the same problems.  The problem is primarily adminstrative, and can be resolved by renaming one of the servers, or its share points. 


The MUPR partial resolves this problem with information from the registry.  This information will impose an ordering on redirectors, such that in the event of the above UNC file naming conflict, the MUPR will always favor the highest priority redirector that accepted the request.


2. Goals


There are some important goals for the MUPR


	o	The cost, in terms of network performance, of the MUPR layer should be as low as possible.


	o	The MUPR should be as unobtrusive as possible.  Its presence should be invisible to the user or to applications running on the system.


3. The implementation 


3.1  A brief overview


When a redirector starts up in an NT system it must register itself as a UNC provider.  It does this by supplying its name, and other information about itself to the MUPR via the FsRtlRegisterUncProvider() API.  The MUPR will maintain a list of registered UNC providers internally.


The MUPR registers itself as the owner of the prefix \DosDevices\UNC.  All UNC create requests will be routed by the object manager to the MUPR.  NT supports 3 types of create requests.  Named pipe create requests and mailslot create requests will always be rejected by the MUPR since these requests are not remoteable.  A file create request is more interesting. 


When the MUPR receives a file create requests it will call the submit a query path DeviceIoControl request of every registered redirector.  The MUPR passes to the redirector a pathname to query and a security context.  If the redirector fails to connect to the server containing the target of the query, the request fails.   If the connection succeeds then the redirector returns success to the query.  It also identifies the portion of the pathname it owns.  When all responses have arrived the MUPR forwards the request to the redirector that accepted the request.  If more than one redirector accepts the request, the redirector with the highest priority will get it.  If no redirector accepts the query, then the create fails.


For example if the pathname was \\ServerName\Share1\Directory1\Subdir\File1, and \\ServerName is a LAN Manager server with the share Share1, and the redirector can connect to this server and share point, the LAN Manager redirector would return success to the query, and indicate that it owns the path prefix \\ServerName\Share1.  


The redirector should only attempt to connect to the server at this point.  It need not attempt to open the file.  From this point on, all further request to path names with this prefix are assumed to be in the domain of the LAN Manager redirector.


The MUPR redirects the create IRP by changing the open path to that of the appropriate redirector (this was also supplied when the redirector registered as a UNC provider), and completing the create IRP with status STATUS_REPARSE.  Notice that, for standard files, the MUPR never has to deal with subsequent requests.  This is not true for mailslot files, as will be seen later in the document.  The MUPR treats named pipe files exactly like all other files.


If no redirector returns a success status to the query, the original create IRP is completed with status, STATUS_NO_SUCH_FILE.


The MUPR remembers path prefixes and the redirector that last accepted the path, in its prefix cache.  When a subsequent request comes in, with a known prefix, the request is automatically routed to the correct provider.  "Known prefixes" are aged and timed out after 15 minutes.  In the above example.  The pathname \\ServerName\Share1\BobsYourUncle would automatically be routed to the LAN Manager redirector, but the pathname \\ServerName2\Share1\Directory1\Subdir\File1 would require the MUPR to query the redirectors for ownership.


Whenever a create request comes to the MUPR with a path name beginning in \\ServerName\Share1, the prefix cache is refreshed, and will remain in the cache for 15 additional minutes.   If the name is not used for longer than the cache timeout period of 15 minutes, the MUPR will requery all redirectors for ownership of the prefix.


Two special cases deserve special note.  If no redirectors are registered, all UNC creates fail.  If a single redirector exists, all UNC creates are routed to the redirector, but no prefix information is cached.


3.2  The query path Device Io control function


Each redirector that interacts with the MUPR accepts query path request.  This DeviceIoControl function allows the MUPR to inquire whether the redirector has access to a specific network tree.   The IO control code is IOCTL_REDIR_QUERY_PATH.


The IoCtl takes an input buffer of type QUERY_PATH_REQUEST and return an output buffer of the QUERY_PATH_RESPONSE.





typedef struct _QUERY_PATH_REQUEST {


	ULONG PathNameLength;


	PIO_SECURITY_CONTEXT SecurityContext;


	PWCH FilePathName[1];


} QUERY_PATH_REQUEST, *PQUERY_PATH_REQUEST;





QUERY_PATH_REQUEST:





PathNameLength —— The length, in bytes, of the path name.


SecurityContext —— A pointer to the security context information for the file opener.


FilePathName —— The path name to open.


typedef struct _QUERY_PATH_RESPONSE {


	ULONG LenghtAccepted;


}








QUERY_PATH_RESPONSE:





LengthAccepted —— Indicates how many bytes of the the path name the redirected accepted.


The MUPR provides the redirector with a path name, and security information.  The redirector returns to the MUPR a success status if it understood any portion of the path name, and a length to indicate the portion of the path prefix it owns.  For example, if the MUPR inquires for the path name \ServerName\ShareName\dir1\dir2\file1, the Banyan redirector would need to ascertain whether or not it can connect to the server ServerName, share ShareName.  If it can, it returns STATUS_SUCCESS and a LengthAccepted of 42 (the unicode length of \ServerName\ShareName).  The QUERY_PATH_RESPONSE return buffer is valid only if the redirector returns a success status to the device IO control request.


3.3  Registering a redirector


When a redirector initializes it must register itself with the MUPR.  


NTSTATUS


FsRtlRegisterUncProvider(


	IN OUT PHANDLE MupHandle,


	IN PUNICODE_STRING RedirectorDeviceName,


	IN BOOLEAN MailslotsSupported


	);





Parameters:





MupHandle ——A handle to the MUPR to use for further communication from the redirector to the MUPR.


RedirectorDeviceName ——The full name of the redirector device.


MailslotsSupported ——TRUE if the file system supports mailslots.


A redirector must register in order to receive UNC requests.  The MupHandle, can later be used to deregister the provider.


3.4  Deregistering a redirector


NTSTATUS


FsRtlDeregisterUncProvider(


	IN HANDLE MupHandle


	);





Parameters:





MupHandle ——The handle obtained from FsRtlRegisterUncProvider.


When a redirector stops, it must deregister by calling this API.  All known prefixes belonging to this redirector are purged from the MUPR prefix cache.


4.  Mailslots


Mailslot are a broadcast file system, and hence create a unique problem.  An attempt to open a mailslot is detected when the path is of the form \\servername\Mailslot\mailslot-name.


When a mailslot is opened, the MUPR must forward the request to all registered redirectors that support mailslots.  It must then forward all I/O request to all the redirectors that successfully opened the mailslot file.


When a mailslot file is opened the MUPR builds and submits a create IRP to each registered redirector, by calling IoCreateFile.  It will maintain a record of each redirector that successfully opened the file.  The record will contain information needed to process the write and close request.  If no redirector claims ownership of the mailslot, the open fails.


If any (or multiple) redirector claims ownership, valid request will be passed on to those devices.  The MUPR allocates and builds its own IRPs and specifies its own completion routines.  The original request is completed when all of the participating redirectors have processed the request, this allows the MUPR's IRPs to refer to the buffers of the original IRP without having to recopy the data for each target redirector (unless the redirectors are buffered devices).  The status code is always STATUS_SUCCESS.


Only three mailslot request are actually seen by the redirectors:  write, cleanup, and close.  All other requests are immediately failed by the MUPR with a status of STATUS_INVALID_DEVICE_REQUEST.  This is done primarily because requests that return information (such as read) make no sense in a broadcast environment.
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