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And it shall come to pass, that when they make a long blast with the ram's horn , and when ye hear the sound of the trumpet, all the people shall shout with a great shout; and the wall of the city shall fall down flat and the people shall go up every man straight before him. --Joshua 6:5 


In early 1996 U.S. news media reported that the US. Government had indisputable proof that the Iranian government had printed billions of dollars in counterfeit US. $100 dollar bills and was using them not only to pay off their own debts but to finance covert operations world-wide.
  Speculation about a possible Iranian-Syrian counterfeiting operation had been around at least since 1992 when reports' first surfaced in the media about the counterfeit $100 bills of extremely high quality.
  In 1992, a House Republican Task Force on Terrorism and Unconventional Warfare had accused the Iranian and Syrian governments of engaging in economic warfare against the West through its counterfeiting actions.  The Task Force report noted that the Iranian and Syrian governments sought to "destabilized the U.S. economy by undermining confidence in the dollar;" the ultimate goal, to "erode the unique position of the dollar" as the world medium of exchange.
  Indeed a massive collapse in confidence in the dollar would erode, if not completely erase a primary source of our domestic strength and could possibly prove a grave threat to national security.  Could the U.S. consider the action of the Iranian government an act of War?
  Would international law and custom permit the United States to act in self-defense against such as an attack?  


In this paper I would like to tackle the question of what right of response, if any, does the United States have if faced with hostile attacks which are, "non-armed," such as the Iranian actions cited above.  Specifically, under what conditions would pre-emptive action be justified when non-armed, yet deliberate, aggressive and hostile action is taken against a nation and such action may threaten the very existence of that nation?  In the following pages I will argue that though we are entering unfamiliar territory there is already a solid base of international law that may help to guide our actions.  In fact, international law and custom, suggest that we have the right to take action, even military action to defend ourselves against "non-armed" attacks.  

The Paradigm of War
War is best characterized by what distinguishes it from the rest of human activity.  As Sir Michael Howard stated, "it is a sociopolitical activity, distinguished from all other activities by the reciprocal and legitimized use of purposeful violence to attain political objectives."
  Thus, war refers to, among other things, sanctioned clashes between societies and authorized political contests between nations.  War is also a legal term used to describe a particular bellicose relationship between two states that is recognized by the rest of the international community.   A state of war existed when a nation "declared" war on another nation.
  Since the rise of the nation state in the 17th century nation-states have had a monopoly on the sanctioned use of violence against other nations.   War was a foreign policy tool for states and their rulers.  Thus, wars could be defined as "contentions between two or more States through their armed forces, for the purpose of overpowering each other and imposing such conditions of peace as the victor pleases."
  Furthermore, war often brings to mind clashes of arms; such as artillery, bombs, ships, and tanks; where armed forces vanquish their challengers through a overt and violent physical defeat.   Accordingly, war has been thought of as the use of "purposeful violence," or "armed force."  Even more sophisticated definitions of war characterize the "violent" nature of the struggle.
 The late 20th century, however, has clearly demonstrated that war is no longer solely the province of states, nor does it necessarily require the use of physical means of destruction. 


While nation-states still fight most of the large wars, a more significant number of conflicts involve non-state actors.  Though this has not destroyed the definition of war it does force one to consider alternative definitions. "War" should not refer only to a legal state of affairs, but to a state of human affairs.  Similarly, war exists even without the use of weapons which cause physical destruction.
  Just because war is "an act of force to compel our enemy to do our will," that does not require that the force manifest itself physically.
  A variety of means may help to persuade, coerce, or compel an enemy.  Furthermore, these methods may not result in the physical destruction of the target while still rendering it ineffectual as a weapon of war.  Thus, the current paradigm of war may not satisfactorily explain the dynamics of "non-armed" combat.

 Part I:  Defining the Threat
The end of the Cold War and the relative decline of traditional armed threats to the physical security of the United States has brought to light a plethora of non-traditional threats to U.S. national security.   At the same time, the pace of technological and societal change as we approach the 21st century has affected the way nations fight wars.  Military professionals and civilian experts have termed this the "Revolution in Military Affairs (RMA), or the Military-Technical Revolution (MTR)."
  Broader changes in society, specifically, the transformation of the United States' socio-economic structure into that of a post-industrial information based society, have precipitated these changes in the military arena.   The development of information technology and its rapid integration into the military and society provided the catalyst for these changes.   Futurists Heidi and Alvin Toeffler have termed this the "information revolution," or, "the Third Wave."
  


Whether evolutionary or revolutionary, the technological changes which have taken place require, at a minimum, a review of some of our notions about war.  Indeed, the United States now faces some "non-traditional" military threats which may exploit our vulnerabilities as a nation whose domestic strength is founded on an information-based economy. The problem of "information warfare," highlights many of the problems posed by non-traditional threats to U.S. national security.  


The problem of defining information warfare remains unresolved within the military, government, and civilian communities.
  The variety of definitions, however, indicates the ambiguity of the threat and thus the difficulty of defending against it.   Thus, "definitions" tend to characterize information warfare rather than define it.
 Information warfare refers to both targets and the means of conveyance to attack those targets.  An enemy can target the information infrastructure, or information can serve as a weapon to help destroy the enemy's armed forces.  In the broadest sense information warfare is "the use of information to achieve national objectives."
  For purposes of this paper, information warfare refers to:  Actions taken to preserve the integrity of one's own information infrastructure from exploitation, corruption or destruction while at the same time exploiting corrupting or destroying an adversary's information systems thereby achieving a military advantage.


A nation may wage information warfare as part of, or in conjunction with more traditional forms of warfare.  Too a nation may independently use information as a strategic weapon.  More telling perhaps are the targets of information warfare:   telecommunications networks, air traffic control systems, the Internet, etc.  While bombing an enemy power plant to knock out an electric grid would represent an attack on a nation's infrastructure, this still fits into traditional frameworks of warfare.  The problem arises when an enemy tries using a computer virus, a weapon which does not physically destroy, to shut down a nation's electric grid.


The use of computer systems for the purpose of information advantage, "cyberwar," or "netwar," comprises a large part of information warfare.  The penetration of U.S. defense computer networks could be a sign of high-tech espionage, attempts at information deception, computer vandalism, or more malicious attempts at knocking out our command and control networks as a prelude to a conventional "armed attack."
 Though active measures are being taken to prevent assaults on these systems the  threat is still serious and penetration of DoD computer networks is at an alarming level.
  The problem is equally severe in the civilian sector.


With the tools of information warfare, waging war on a nation's economy to seek military advantage is no longer restricted to clearly defined "acts of war" such as a naval blockade or the destruction of the enemy industrial base through aerial bombardment. Technology has provided new opportunities for economic warfare, terrorism, and coercion.  An aggressor nation might seek to shut down our stock market by inserting a computer virus into the NYSE or the AMEX computer systems.  State-sponsored terrorists might find ways of siphoning money from various banking institutions in the United States, or perhaps just shutting down the Federal Reserve System for a few days.  Over the past decade computer related financial crimes have succeeded in bilking hundreds of millions of dollars from the U.S. Economy.
  There is indeed a difference between computer crime and that sort of attack by computer which has broader implications for the military and long-term national security of the United States.



Why should the United States consider actions against its civilian economic sector as military threats that require the same degree of concern as the proliferation of weapons of mass destruction or ballistic missiles?  In the United States the civilian information infrastructure, that is our commercial communication and broadcast networks, financial data systems, transportation control systems, etc. ,  is interlocked with our military information infrastructure.
  Attacks on one affect the other.  Therefore, not only would an attack on the civilian information infrastructure affect military communications but it could present a more effective way of attacking our nation's military forces.  Information systems are indeed critical to our military's ability to operate effectively on the battlefield.  The interlocking web of civilian and military "information nets" has resulted in a new vulnerability. As noted in the U.S. Army's 1996 Command and Control (C2) Protect Program Management Plan, "about 90 percent of the Army's information distribution system is owned and operated by non-DoD public agencies."  This has profound implications for military command and control as  stated in the report, because "the deployed force commander no longer controls circuit availability, integrity, reconfiguration or reconstitution."


For a military force assaulted by information warfare the worst-case scenario may mean that the war was 'lost' before it was begun.  This may indeed have been the case for the Iraqi's during the Gulf War.  As the Soviet General S. Bogdanov, Chief of the General Staff Center for Operational and Strategic Studies, noted after the end of the Gulf War:

Iraq lost the war before it even began.  This was a war of intelligence, electronic warfare, command and control and counter intelligence.  Iraqi troops were blinded and deafened....Modern war can be one by informatika and that is now vital for both the U.S. and the U.S.S.R.

Informatika does not need to be waged against the military on the battlefield alone.  It may be tactical, operational, or strategic.
  While information warfare on the tactical and operational level may involve the direct targeting of our uniformed military assets, information warfare on the strategic level will likely target a mix of civilian and military targets.


The strategy of attacking the civilian sector of a nation as a way to defeat its armed forces in the field is not a new one.  Rather, it represents a long tradition in warfare--the shift from wars of annihilation to wars of attrition.  All military strategies emphasize the destruction of the enemy's schwerpunkt, or, center of gravity.  Strategies of annihilation saw the schwerpunkt as static, it was always the "armies on the battlefield."  Strategies of attrition emphasized various centers of gravity.  Since the late 19th century armed forces have had to rely on the industrial power of a nation to sustain them.  Thus, the center of gravity for a nation's military force has shifted from the battlefield to the cities.
    This has helped to blur the demarcation between civilian and military targets.  Information warfare has made that distinction nearly invisible.  


Another way of understanding the United States' vulnerability to information warfare is to look at the nation as a "system"  Colonel John A. Warden III proposes that states function in much the same way as a human body.  Warden writes,

A strategic entity--a state, a business organization, a terrorist organization--has elements of both the physical and biological, but at the center of these whole systems and of every subsystem is a human being who gives direction and meaning.  The ones who provide this direction are leaders, either of the whole country or some part of it.

At the very center of the human body is the brain without which the body would no longer be a human being.  Likewise, without leadership an organization would cease to act as a strategic entity.  Warden suggests that leadership will always be at the center of a system.  As Clausewitz has suggested, leadership will control the action of a state and its military forces.   In Warden's "Five Strategic Rings" model (see fig. 1) there are a variety of methods by which the leadership can be influenced, compelled, or destroyed.  Rather than attacking only a nation's armed forces (i.e. war of annihilation) Warden's model suggests that assaults on various center's of gravity (population, infrastructure, organic essentials) throughout the entire system will bring about the destruction of the state.  Thus, the system itself is the schwerpunkt.
  Every state and organization will have a unique set of "centers of gravity" that will dictate the particular way to take down that system.  For industrial nations one such center of gravity remains the power generation system.  For a post-industrial society like the United States, center's of gravity include the telecommunications networks, energy and power sources, transportation systems, and financial centers and networks.  In short, the national information infrastructure.


The interlocking information infrastructures of the military and civilian sectors create "dual" purpose targets--civilian targets are military targets and vice versa.  Over 95% of the military communications are routed through civilians links.  Additionally, our information based economy provides us with the financial and technological pre-requisites of first-rate military capability.  Thus, one can destroy the enemy's armed forces by attacking the civilian information infrastructure.  


The problem from a defensive standpoint is exacerbated by the notion that you can use a variety of methods to attack these systems.  Traditional methods of sabotage and warfare may be used to "deconstruct" an enemy's information network.
  What new technology provides, however, are non-physically destructive means to accomplish the same task.  Cutting the right fiber-optic cable or bombing the right junction station might shut down an air traffic control network or the phone-communications for a large city, but inserting a computer virus which shuts down or overloads the system could accomplish the same ends.  The problem posed for those assigned to defend against these attacks is that they cannot necessarily be repelled with conventional militarily methods.  As mentioned earlier, attacks like this are particularly dangerous not only in and of themselves but perhaps moreso as precursors to conventional armed attacks.  Strategic, and perhaps tactical, surprise might certainly be more easily attainable if command and control systems are rendered inoperable.  Furthermore, information attacks will decrease the warning time available to commanders to repel conventional attacks. 


A second and perhaps more complicated problem is that of identifying the attacker.  For most of history it has been fairly easy to identify the perpetrator of attacks against a nation.  Even in the age of ballistic missiles, technology has given us the ability to detect launches from anywhere in the world.  With information and "high-tech" economic attacks, however, the problems of discovering "who attacked" become much more difficult.  Information attacks do not leave "footprints" the way conventional attacks do.  You cannot trace the explosive used or the pieces of the delivery system because they are not necessarily physical.  Likewise the ability to mask the path of the attack is much easier with information warfare.  An operative working for the People's Liberation Army out of a Beijing office might route his attack through three or four other countries before heading into the mazes and webs of the Internet.  The difficulties even the most experienced computer security experts have had tracking down hackers illustrate the problems ahead.  This is not to say that detection is impossible, just that it poses new and difficult challenges to our counter-information warfare specialists. 


Perhaps more importantly, technology has made the weapons of information warfare cheap, readily available, and easily obtainable.  Information warfare, unlike nuclear warfare, is not just the province of the industrialized nations, nor its conduct restricted to nation-states.  Terrorist groups, whether state sponsored or independent, domestic or international, organized crime syndicates, or perhaps even individuals all have the means at their disposal to launch these attacks.  So the problem expands--how do we act in self-defense against non-state entities? Who will be a "combatant" in the information age.
  


Three key issues highlight the information  problem: what constitutes an attack, who perpetrated that attack, and how to respond against that attack--in other words, how do we know when we are at war?
 Some would argue that the present legal system is hopelessly unable to deal with this question and other developing issues of the "third wave."
 This analysis misses the mark entirely.  Though it is likely that new laws and legal concepts will have to be developed, the present system remains well-equipped to deal with the potential threats.
Part II:  International Law and the Right of Self Defense
International law supports the right of the United States to act, within limits, in self-defense against deliberate, aggressive, hostile attacks.  The development of legal prohibitions against the use of force and the historical and legal right to self-defense also suggests not only the right of response , but the right of anticipation and reaction, to "non-armed" attacks.  


Throughout the 20th century international law has sought to restrict the use of force and war as means with which to further national policy.  The power of a sovereign state to use war as a foreign policy tool had remained virtually unchecked until the first Hague Convention of 1899.   After the First World War The League of Nations and the Kellogg-Briand Pact sought to outlaw war as an "instrument of national policy."
  Both of these attempts proved futile, largely as a result of their failure to provide both practical ways to deal with the issue of self-defense and means for enforcement of the treaties.


During and after the Second World War the Allies sought to improve upon the notions of the Hague Convention and League Covenant through the establishment of the United Nations (UN).  As noted in the UN Charter, particularly in the preamble and Article 2, the ideals and goals of the UN reflected some of the same values as its antecedents:

We the people's of the United Nations determined to save succeeding generations from the scourge of war...and for these ends unite our strength to maintain international peace and security, and to ensure  by the acceptance of principles and the institution of methods, that armed force shall not be used, save in the common interest.

Article 2(3) of the UN Charter provides the basis for the prohibition of the aggressive use of force:  

all members shall settle their international disputes by peaceful means in such a manner that international peace and security, and justice, are not endangered.
  

Article 2(4), often viewed as the cornerstone of the UN Charter, specifies what means were not to be employed to resolve disputes between member nations:

All members shall refrain in their international relations from the threat or use of force against the territorial integrity or political independence of any state, or in any other manner inconsistent with the purposes of the United Nations.

The UN Charter also provides two important exceptions to the prohibition against the use of force.  First, in accordance with Chapter VII of the UN Charter, the UN may use force, including military force, as a means of enforcement.  Furthermore, the UN Charter permits nations to take action, to include the use of military force, in self-defense: 

Nothing in the present charter shall impair the inherent right of individual or collective self-defense if an armed attack occurs against a member of the United Nations until the Security Council has taken measures necessary to maintain international peace and security.

The notion of self-defense in international law developed out of age-old notions of individual self-preservation.
  The Dutch legal scholar, Hugo Grotius, argued that positive law could not limit the "inherent right" of self-defense.
  Contemporary notions have similarly stressed that the survival of states could not be a matter of law.   At times U.S. Presidents have even argued  that self-defense is not just a right but a requisite duty.
  As Oscar Schacter, a legal scholar who has written extensively on matters of international law and the use of force, has noted, "self-defense cannot be governed by law when a grave threat to the power of a state or to its way of life [is] perceived by that state."
  


The Caroline doctrine of 1837  legitimized the right of defensive action taken in response to an imminent armed attack by another state or other entity.  For over 150 years the norms generated by the Caroline incident have guided international law and custom. 
  A brief look at the incident itself provides the context within which to understand modern legal conceptualization of anticipatory self-defense.  In 1837 British forces took action against an insurgency by Canadian rebels who had mounted several attacks from islands in the Niagara River.  The British sought to capture the U.S. steamboat Caroline that the rebels had chartered to maintain their supply lines.  The British seized the Caroline  while moored in U.S. territory, burned the vessel and then sent it downstream where it plunged over the Falls.  During the incursion the British killed several U.S. citizens.  The  U.S. Government complained that the British had violated U.S. sovereignty while the British countered that they had simply acted "in self-defense."   In a famous letter to Henry Fox, the British minister in Washington DC, U.S. Secretary of State, Daniel Webster wrote that the British could only justify the use of force in self-defense so long as the British could prove  "a necessity of self-defense, instant, overwhelming, leaving no choice of means, and no moment for deliberation."  This conceptualization of the self-defense has become known as the Webster Thesis.  As Professor of Law, Martin A. Rogoff and Political Scientist, Edward Collins have noted in their analysis of the Caroline incident:

the Caroline doctrine asserts that use of force by one nation against another is 
permissible as a self-defense action only if force is both necessary and proportionate.  The first of these conditions, necessity, meant that resort to force in response to an armed attack, or the imminent threat of an armed attack, is allowed only when an alternative means of redress is lacking.  The second condition, proportionality, is linked closely to necessity in requiring that a use of force in self-defense must not exceed in manner or aim the necessity of provoking it.

The Caroline  incident, however, does not sanction acts of self-defense under any circumstances.  A nation may not claim action in self-defense as a pretense for aggression.
    Furthermore, though the right to act in self-defense may seem ambiguous, there are criteria for determining the legitimacy of action taken in self-defense.  Necessity and proportionality have proven the classic criteria for judging a nation's claim to have acted in self-defense.  Both concepts have traditionally been part of the notion of jus ad bellum, or moral justification for going to war.  Necessity, essentially requires that a nation resort to self-defense only as a last resort.
 The notion of proportionality implies that the amount of force utilized must be limited in magnitude, intensity, and duration to what is reasonably necessary to counter that action.  
Part III:  Information Warfare as Aggression

Information attacks could constitute aggression as espoused by international treaty and custom.  Traditionally, international law and custom considered the nation which first violated the territorial integrity of another nation and/or fired the first shot the aggressor state.  The United Nations General Assembly defined aggression as, 

...the use of armed force by a state against the sovereignty, territorial integrity or political independence of another state, or in any manner inconsistent with the 



Charter...
 

Similarly, U.N. General Assembly Resolution 2625, passed four years prior, had espoused the principle of non-intervention in the "internal or external affairs of any other state, "...including armed intervention and all other forms of interference or attempted threats..."
  Therefore, not only does the use of armed force, but perhaps the use of force in manners inconsistent with the general thrust of the Charter, constitute aggression.  After all, the members of the General Assembly did not consider their list of "traditional acts constituting aggression," inclusive of every conceivable form of aggression.
  Indeed, the ambiguity ensures the applicability of international law to a variety of situations.  Nevertheless, international law and custom provides clear notions of what may constitute aggression.

Article 2(4) prohibits actions against the "territorial integrity or political independence" of states.  Traditionally, the U.S. has considered protection of the nation's territorial integrity and political independence as cornerstones of national security policy.  Indeed, national security may be defined as:

The capacity to control those domestic and foreign conditions that the public opinion of a given community believes necessary to enjoy its self-determination, autonomy, prosperity, and well being.
 

As the earlier discussion of threats to the United States demonstrates, both armed and "non-armed" attacks might effect the requisite conditions for self-determination, autonomy, prosperity, etc.  These attacks, as such, would most certainly violate the idea of "non-intervention," and could constitute illegal acts of aggression.  Thus, the U.S. would legally reserve the right to respond to these attacks, guided of course by the principles of necessity and proportionality.
  The point is that we clearly can respond to hostile and aggressive actions, to include "non-armed" attacks, that directly threaten the very existence of the United States.  Although those actions that characterize information warfare may not appear on the list of classic acts that constitute aggression, this does not preclude the right of self-defense against these actions:  That is, so long as the defending state's actions conform to the principles of necessity and proportionality.
  


Those who argue for a "restrictive" interpretation of international law and custom believe that a nation may only act in self-defense after an actual armed attack has taken place.  While a "restrictive" interpretation may have proven valid during earlier years it appears that since the end of the Second World War a broader interpretation such as that offered by "legal realists," best reflects the reality of armed conflict. 
 


As early as 1946 the actions of various member nations at the UN suggested the utility of a broader interpretation of armed attack.  In 1946 the United States suggested expanding the definition of "armed attack" to include "certain steps in themselves preliminary to the use of an atomic bomb."
  Indeed, with the advent of nuclear weapons (and later ballistic missiles) it might be unwise, if not suicidal, to wait for the launch of an actual attack before responding.
  The U.S. notion simply reflected (or more accurately in 1946, anticipated) the potential destruction which would be unleashed in a thermonuclear war between the U.S. and the U.S.S.R.  Similarly, the First Report of the United Nations Atomic Energy Commission recommended using Article 51's right of anticipatory self-defense in response to violations of proposed treaties on atomic energy control.
 


Indeed, changes in weaponry over the past fifty years have clearly illustrated the folly in waiting for an enemy to actually "fire" the first shot.   The advent of nuclear weapons prompted the famous legal scholar D.W. Bowett to write that, 

No state can be expected to await an initial attack, which, in the present state of 


armaments, may well destroy the state's capacity for further resistance and so jeopardize its very existence.

Modern warfare has clearly brought with it a clear need to protect states against aggressive and hostile actions other than "military attack."  Because the concepts of aggression and defense are no longer clear cut, even actions such as mobilization, warlike propaganda, economic coercion, and military intimidation might rightly provoke  a fear of aggression. 
 A state could rightly view such actions as preludes to war and thus a nation may have to consider responses to these  actions versus waiting to react to the overt military measures that will follow them.  


Several contemporary theories  support the notion that customary international law does not require that a nation simply "react" to traditional armed attacks.  A great deal of legal thought has paralleled Michael Walzer's restatement of the Webster Thesis. Walzer argues that what constitutes justification of action taken in self-defense is "sufficient threat" perceived on the part of the threatened state.   Walzer has argued that a nation has the right to self-defense when a nation perceives the following on the part of an aggressor:  




1. An intent to injure 




2. Active preparation making intent a positive danger

3. A general situation in which waiting or doing anything other than 


    fighting, greatly magnifies the risk.
  

Some legal scholars have argued that certain, "non-armed" types of aggression might meet the  UN Charter's conditions for self-defense.
  Though the notion of proportionality may not dictate a military response to these attacks, it would most certainly allow a tailored response. Economic coercion that violates the territorial integrity or the political independence of a nation, might constitute "illegal acts" that violate article 2(4) of the Charter.  
  So long as the victim nation considered the procedural elements of Article 51, they could act on their right of self-defense so long as they could demonstrate necessity and proportionality.



Similarly, the Israeli's have long argued and acted according to the doctrine of nadelstichtaktik, or, needle-prick.
 This concept holds that although each specific act may not constitute an armed attack, the totality of the incidents might entitle a nation to respond legitimately when the culmination of these acts rises to an intolerable level.  According to this doctrine the response of a nation to earlier assaults and the likelihood of further assaults constitutes an act of self-defense.
  Indeed prudence dictates that a nation should not wait for the next attack with the hopes that it will prove the one  that falls, without a doubt, into the narrowest of conceptions of "armed attack."  The degree to which a nation will subject itself to, or wait for, an attack will vary from nation to nation and prove situation specific.  The Israeli strategic environment has long dictated a low threshold that, when violated, precipitated an armed response.  During the Persian Gulf War of 1991, however, the Israeli's demonstrated uncharacteristic restraint when subjected to Iraqi SCUD missile attacks.  This decision, though the result of a variety of political-military factors, also reflects the age-old notions of proportionality and necessity that consistently govern actions taken in self defense.


In the early 20th century Aristide Briand argued that it was rather simple to discover when a war began.  Briand stated, "A cannon shot is a cannon shot; you can hear it and it often leaves traces."
  In modern warfare the embarkation on irreversible courses of action and not necessarily the "first shot," represent the beginning of a war.  Prudence dictates that the right of self-defense should include not just a simple reaction to an attack once underway but the ability to anticipate and cope with such an assault by responding to hostile and aggressive actions that may reasonably signify a prelude to an attack. 

Part IV:  A Paradigm Shift
The Revolution in Military affairs has created a strategic environment in which the ability to collect, process, and disseminate information, and use it for military advantage may prove critical for success on the battlefield.  Degrading the capability of an enemy (or conversely for an enemy to degrade U.S. capability) to use information does not require physically destroying the machines by which a nation wages war.  In addition to the physical destruction of Command, Control, Communications, Computers and Intelligence (C4I) capabilities, the partial blockage of the information flow, the corruption of data, or the ability to alter decision makers' behavior will in the end degrade a nation's ability to wage war across the operational continuum.  


Few would argue that the detection of a launch of a nuclear-tipped ballistic missile headed towards the United States would constitute an imminent threat that necessarily requires immediate action.   A "weapon," however, is simply a tool designed to accomplish a specified task.  A multitude of different tasks requires a variety of instruments tailored to specific missions--you don't use a hacksaw to drive a nail.  As Winn Schwartau has noted, using a computer as a weapon allows for the tailoring of attacks much the same way as conventional high-explosive munitions are designed to eliminate specific targets.  Schwartau writes, 

Some bombs are designed to explode at a predetermined altitude, others are set to explode only after penetrating a structure or digging themselves into the ground.  Some explosive projectiles are designed to be armor piercing; others used for antipersonnel application throw concentrations of skin-piercing shrapnel.  They all have a purpose...[you] deploy a complex mixture of weapon systems each of which is apropos to the circumstances.

Likewise, "information" attacks will consist of those weapons that have the qualities and characteristics that will make the attack most effective.  


Thus, assaults on a nation's information infrastructure may qualify as "armed" attacks.  Armed doesn't necessarily mean those attacks that involve a high-explosive bomb, an attack aircraft, or a machine gun, that is, those things that cause physical destruction.  Composition should dictate the methods required to eliminate a target--i.e.  bullets do not destroy ideologies.  Indeed as technology changes we need to reconsider what constitutes an instrument of war.
  Armed after all need not refer only to weapons that cause physical destruction.  Armed simply means equipped with the weapons of war.  These weapons, could be "anything used, or designed to be used, in destroying, defeating, threatening, or injuring a person."
  Indeed how we equip ourselves for war will depend on who is our enemy, our objectives, their vulnerabilities, and our weaknesses.  Therefore, armed attacks may be those which involve the use of any sort of equipment which enables us to gain a military advantage against our enemy.  


The history of warfare makes it clear that nation's have not always relied on weapons of physical destruction to defeat our enemy.
  Just because a particular weapon or device does not conform to our current notions of a weapon of warfare does not mean that will not help to attain a military advantage.  After all, in the 1940's and 1950's it took a great deal of convincing before military professionals accepted using the electromagnetic spectrum as a weapon of war.  At the time it seemed alien that something that would not cause physical destruction could foster immediate military advantage.


In recent years the United States has sought to develop a variety of "non-lethal" armaments that might prove suitable for use in situations (such as peace operations or Non-Combatant Evacuation Operations) where the use of deadly force might not prove politically acceptable.  The use of even non-lethal weapons, however, would  still require consideration of military necessity and proportionality.
 Even more importantly, these weapons have sometimes proved very lethal indeed.  One writer has termed the propensity of these weapons to kill, rather than disable, the "soft-kill fallacy."
  Whether or not a weapon is "less than lethal," "non-injurious," or "disabling," the potential exists for loss of life.  Though the initial assault may not be "lethal" the attack may have unintended consequences.  The issue translates well into the problem of information warfare.  Obviously an attack on the U.S. air traffic control system may directly result in accidents with the potential for high loss of life.  Less obvious would be the casualties resulting from a shut down of a city's public utilities.  Perhaps an individual's respirator will shut off when power lost in a hospital;  malfunctioning traffic signals might lead to automobile accidents; or perhaps drinking water becomes contaminated as a result of the lack of power at the water purification plant. Indeed, the dangers of a non-lethal attack are just as severe as those associated with conventional armed attacks.

Part V:  Information Warfare--When to Respond
The present body of international law and custom supports acting in self-defense against attacks on the U.S. national information infrastructure.  This response, however, would have to comply with the notions of necessity, imminence, and proportionality.  Furthermore, any decision to anticipate or respond to an attack should take into account the perceived "intent" behind the attack.  The following conditions might serve as useful guidelines when considering whether to take action in self-defense:




1. Clear indication of intent

2. Adequate evidence that preparations for the attack have advanced to the 


    point where it is imminent

3. The advantages of the pre-emptive attack must be proportionate to the 


    risks of precipitating a war that might be avoided.

Deciding whether a particular type of unarmed attack meets the conditions of necessity and imminence depends on the particular perceptions of the threatened state.   The decision to respond will also depend on a nation's vulnerabilities and the potential for damage by a particular  attack.  Similarly, the perceived intent of the aggressor nation might determine the level of a state's response.  If a nation believed that an information attack was merely a prelude to a larger, conventional assault then it might view that "non-armed" assault as the first salvo of a general war.  Likewise, a state might absorb some degree of damage initially while reserving the right to act later in accordance with the doctrine of nadelstichtaktik,.  Whether a state considers a danger "imminent" will depend on the intensity of the attack, the reaction time required in order to successfully pre-empt the attack,  and the speed with which the damage may move throughout our system.  How we establish "necessity" and "proportionality" will also prove a function of the particular weapon the enemy chooses to use against us.  
 


Some might argue that perception is everything when it comes to international security affairs.  Indeed, one nation's security results in another nation's insecurity--the classic security dilemma.  Likewise, what some nations consider pre-emptive another nation may consider preventive, or even aggressive.
  Regardless of the substance of actions taken in the international arena it is the perceptions of these actions that which guide nation's responses to these events.  Thus, a nation must consider to what degree they should consider the conduct of a potential enemy  hostile and aggressive.  As would a good detective, a nation's leaders and intelligence agencies must look for improper motive or purpose.
  

In order to determine the necessity of repelling an information attack a nation must  consider three interrelated questions:  potential for damage, effective range of the enemy weapons and the overall intent of the attack.  The damage done will depend to some degree on the perceived purpose of the attack.  If for instance, the United States believed an intrusion into the national communications grid to be a "probing" attack to determine potential vulnerabilities it may prove less of an immediate threat.  If intelligence indicated that this attack was part of a larger scheme of assaults (for example on our financial and commercial broadcast systems) designed to cause domestic instability, then the U.S. might have to consider a more timely response. Information attacks which had the potential to "blind" us and enable an enemy to achieve tactical or strategic surprise would require immediate action.  Finally, the United States must consider if waiting or doing anything other than fighting magnifies the risk, and if the advantages to such pre-emptive action are proportionate to the risks of starting a larger war which might be avoided.


In the final analysis the decision to act in self-defense will have to be a policy decision taking in to account a great number of factors which might seem peripheral to the attack itself.  The Locke's Prerogative for rulers held that although the ruler alone could determine when the state was threatened, the public would decide if the a decision to act in self-defense was justified or not.  Similarly, the decision to act in self-defense will exclusively be that of the nation that  perceives itself to be in danger.  This does not mean, however, that this action is not subject to judgment by the community of nations.
  The international community will judge whether or not a state acted "reasonably."  Clearly there are risks in taking action which may be deemed inappropriate by the international community.  Loosing the "P.R. battle" may have disastrous results.  The United States has indeed and must continue to take this into consideration when deciding on the appropriateness of its response, especially in areas of ambiguity such as those thrust on us by "non-armed" attacks.


Conclusion:

Thucydides argued that so long as human nature remained the same the nature of war would remain unchanged.
  Indeed there is much about war which has not changed since Thucydides time and will not change even with an "information revolution."  Though the means of waging war may have changed the fundamental passions, fears, needs and desires of mankind have not.
  Though the increased emphasis on "non-armed" methods of waging war has not changed the basic nature of war, a shift in the way we look at war and aggression is necessary.  Aggression no longer needs to be "armed" in the traditional sense, nor does it have to be physically destructive in order to constitute a legitimate threat to a nation--the Walls of Jericho can thus be taken down with a laptop.  Information warfare, and other "non-armed" attacks may still degrade or destroy U.S. military capabilities resulting in the nation's inability to defend itself against conventional methods of military attack.  Just because the means may seem "non-lethal" the intent behind them may be aggressive and hostile.   


Information warfare is "revolutionary" in many ways.  Because information warfare presents opportunities for devastation without destruction locating the "attacker" will prove problematic.  Additionally, information warfare has expanded the battlefield enormously--war can be waged simultaneously throughout all levels of society.  Perhaps most significantly, the industrialized nation-states no longer have a monopoly on high-tech violence.  Information warfare may be waged by non-industrialized nations, non-state entities, terrorist groups, and even individuals.  Even though the Revolution in Military Affairs and information warfare have brought with it the need for a shift in the way we think about war, the nature of war itself has not changed.  Even if the technology evolves faster than the law of war, present system of international law will likely prove resilient enough to deal with both new and non-traditional threats.
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