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1. SUMMARY
7KH 5XE\ %ORFN &LSKHU FRQVLVWV RI DQ HQFU\SWLRQ SURFHVV WKDW FDQ EH XVHG WR

VROYH SUREOHPV LQYROYLQJ DXWKHQWLFDWLRQ� SURWHFWLRQ RI SULYDF\� SURWHFWLRQ RI

SURSULHWDU\ GDWD� DQG JHQHUDWLRQ RI KLJK TXDOLW\ SVHXGRUDQGRP QXPEHUV IRU

VLPXODWLRQ SXUSRVHV� 7KH SULPDU\ DGYDQWDJH RI WKH 5XE\ %ORFN &LSKHU RYHU

H[LVWLQJ VROXWLRQV LV WKDW LW LV VPDOO HQRXJK DQG IDVW HQRXJK WR SHUPLW LWV XVH

ZLWKLQ WKH ILUPZDUH RI D GDWD VWRUDJH GHYLFH RU EDFNXS SURJUDP� ZKLOH VWLOO

EHLQJ PRUH VHFXUH WKDQ FRPSDUDEOH H[LVWLQJ VROXWLRQV�

5XE\ %ORFN )XQFWLRQ LV D WUDGH�RII EHWZHHQ VSHHG� VL]H� DQG VHFXULW\ IRU

VRIWZDUH DQG ILUPZDUH DSSOLFDWLRQV WKDW LV QRW LQWHQGHG IRU YHU\ KLJK
VHFXULW\� EXW IRU UHDVRQDEOH SURWHFWLRQ RI SULYDF\ DW PLQLPDO FRVW� , H[SODLQ
VRPH DSSOLFDWLRQV DQG PRGHV RI XVH RI WKH 5XE\ %ORFN &LSKHU LQ WKLV
GRFXPHQW� HYHQ WKRXJK WKHVH DUH QRW UHDOO\ QHZ�

7KH 5XE\ %ORFN )XQFWLRQ LV HVVHQWLDOO\ D FU\SWRJUDSKLF KDVK IXQFWLRQ ZLWK
WRR VPDOO RI D EORFN VL]H IRU VHULRXV XVH DV D FU\SWRJUDSKLF KDVK� EXW D ODUJH
HQRXJK EORFN VL]H ��� ELWV� WR XVH DV D EXLOGLQJ EORFN IRU D 0HVVDJH 'LJHVW
&LSKHU�

2. BACKGROUND
:KLOH FRQWHPSODWLQJ WKH QHHG IRU LPSURYHPHQW LQ VHFXULW\ IRU SRUWLRQV RI DQ
HPEHGGHG FRQWUROOHU IRU D WDSH GULYH� LW RFFXUUHG WR PH WKDW ��� LW ZRXOG EH
YHU\ GHVLUDEOH WR HPEHG D VPDOO HQFU\SWLRQ IXQFWLRQ LQ WKH WDSH GULYH IRU WKH
SXUSRVH RI DXWKHQWLFDWLRQ� EXW ��� WKH HQFU\SWLRQ IXQFWLRQV WKDW , NQHZ DERXW

�ORWV RI WKHP� ZHUH HLWKHU WRR VORZ� WRR ELJ� RU WRR LQVHFXUH WR VHULRXVO\
FRQVLGHU� �7KH 5&�� DQG 5&�� DOJRULWKPV� ERWK PDGH SXEOLF DIWHU , VWDUWHG
ZRUN RQ WKLV DOJRULWKP� PLJKW KDYH ZRUNHG 2.� DV ZHOO�� , DOVR FRQVLGHUHG

WKH VRIWZDUH LPSOHPHQWDWLRQ VSHHG SUREOHPV RI XVLQJ UHDO HQFU\SWLRQ WR

SURWHFW WKH SULYDF\ RI GDWD EDFNHG XS RQ WDSH� ZKLFK ZDV D UHODWHG� EXW
GLIIHUHQW SUREOHP�

, ZDV ORRNLQJ IRU VRPHWKLQJ WKDW ZDV YHU\ IDVW RQ D JHQHUDO SXUSRVH

PLFURSURFHVVRU ZLWK D ���ELW ZRUG VL]H� WKDW ZDV DW OHDVW DV VHFXUH DV D GHDG

EROW ORFN RQ D VROLGO\ EXLOW ZRRGHQ GRRU� DQG WKDW ZDV VPDOO HQRXJK WR ILW LQ
DQ HPEHGGHG DSSOLFDWLRQ�

7KH UHVXOW RI WKLV EUDLQVWRUP ZDV QDPHG WKH 5XE\ �EHFDXVH LW ZDV D SUHWW\�
OLWWOH JHP RI DQ LGHD� %ORFN &LSKHU�
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7KLV GRFXPHQW GHVFULEHV WKH §0DUN �¨ PRGLILFDWLRQ RI WKH 5XE\ %ORFN

&LSKHU� 7KH RULJLQDO 5XE\ +DVK &LSKHU VXIIHUHG IURP VRPH VWDWLVWLFDO

LPEDODQFHV LQ LWV RXWSXW WKDW DUH FRUUHFWHG� XVLQJ WKH QHZ LQWHUQDO VWUXFWXUH�

DV GLG WKH 0DUN � YHUVLRQ� 7KH 0DUN � YHUVLRQ FRUUHFWHG WKLV SUREOHP� EXW

ZDV YXOQHUDEOH WR DQ DQDO\WLFDO FU\SWDQDO\VLV WHFKQLTXH NQRZQ DV

GLIIHUHQWLDO FU\SWDQDO\VLV� 7KH 0DUN � YHUVLRQ FRUUHFWV WKLV SUREOHP ZLWK WKH

UHLQVWDWHPHQW RI GDWD�GULYHQ URWDWLRQV WKDW ZHUH XVHG LQ WKH RULJLQDO YHUVLRQ�

EXW KDG D SUREOHP ZLWK VORZ DYDODQFKH RI ZRUVW�FDVH NH\ DQG GDWD LQSXW�

7KH 0DUN � YHUVLRQ KDV JXDUDQWHHG IDVWHU DYDODQFKH IRU DOO GDWD SDWWHUQV DQG

FRUUHFWV VRPH LPSOHPHQWDWLRQ EXJV LQ WKH UHIHUHQFH LPSOHPHQWDWLRQ�

3. DESCRIPTION OF RUBY BLOCK CIPHER
7KH 5XE\ %ORFN &LSKHU FDQ EH XVHG WR

� GHWHUPLQH LI DQ DXWKRUL]HG GHYLFH LV FRQQHFWHG WR D GLDJQRVWLF SRUW

IRU DFFHVV FRQWURO SXUSRVHV�

� HQFU\SW DQG GHFU\SW EXON GDWD� JLYHQ D ���ELW NH\ IRU VHFXULW\ DQG

SULYDF\�

� FUHDWH D ���ELW §ILQJHUSULQW¨ RU KDVK RI D ORQJHU VHULHV RI E\WHV IRU

EHWWHU NH\ PDQDJHPHQW �HVSHFLDOO\ LQYROYLQJ SDVV SKUDVHV�� RU

� JHQHUDWH KLJK TXDOLW\ SVHXGRUDQGRP QXPEHUV�

$OO RI WKHVH XVHV EXLOG RQ WKH VDPH 5XE\ %ORFN IXQFWLRQ� ZKLFK LV XVHG LQ

GLIIHUHQW PRGHV�

3.1 RUBY BLOCK CIPHER MODES OF OPERATION

7KH ILYH QRUPDO PRGHV RI RSHUDWLRQ RI WKH 5XE\ %ORFN &LSKHU DUH ���

DXWKHQWLFDWLRQ� ��� HQFU\SWLRQ� ��� GHFU\SWLRQ� ��� KDVK JHQHUDWLRQ� DQG ���

SVHXGRUDQGRP QXPEHU JHQHUDWLRQ� 1RWH WKDW WKH EORFN VL]H RI WKH 5XE\

%ORFN )XQFWLRQ LV WRR VKRUW IRU XVH LQ GLJLWDO VLJQDWXUH DSSOLFDWLRQV�

%HFDXVH WKH 5XE\ %ORFN &LSKHU LV QRW D UHYHUVLEOH EORFN FLSKHU �OLNH '(6�

,'($� DQG 'LDPRQG��� LW PXVW DOZD\V EH XVHG LQ D FKDLQLQJ PRGH WKDW XVHV

RQO\ WKH §HQFU\SW¨ IXQFWLRQ RI D EORFN FLSKHU ZKHQ XVHG IRU HQFU\SWLRQ RU

GHFU\SWLRQ�
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3.1.1 AUTHENTICATION

$XWKHQWLFDWLRQ ZLWK WKH 5XE\ %ORFN &LSKHU LV EDVHG RQ D FKDOOHQJH DQG

UHSO\ SURWRFRO� ,Q WKH SURFHVV RI WKLV SURWRFRO� WKH RWKHU FRPPXQLFDWLQJ

GHYLFH SURYHV WKDW LW KDV D FRS\ RI WKH VHFUHW NH\� ZLWKRXW UHYHDOLQJ ZKDW WKH

VHFUHW NH\ LV� ,W LV DVVXPHG WKH VHFUHW NH\ ZLOO EH SURWHFWHG FDUHIXOO\� DQG WKDW

LI LW LV HPEHGGHG LQ D SURJUDP� WKDW VWHSV ZLOO EH WDNHQ WR PDNH UHYHUVH

HQJLQHHULQJ WKH SURJUDP WR JHW WKH NH\ UHDVRQDEO\ GLIILFXOW�

5HIHU WR ILJXUH ������ 7KH UHTXHVWLQJ SDUW\ ��� VHQGV D UHTXHVW IRU DFFHVV ��� WR

WKH DXWKHQWLFDWLQJ SDUW\ ��� RYHU WKH FRPPXQLFDWLRQV FKDQQHO ����� 7KH

DXWKHQWLFDWLQJ SDUW\ ��� WKHQ JHQHUDWHV D UDQGRP QXPEHU ��� DQG VHQGV LW

RYHU WKH FRPPXQLFDWLRQV FKDQQHO ���� WR WKH UHTXHVWLQJ SDUW\ ���� 7KH

UHTXHVWLQJ SDUW\ WKHQ GHPRQVWUDWHV SRVVHVVLRQ RI WKH VHFUHW NH\ ��� E\
UHWXUQLQJ WKH RXWSXW RI WKH 5XE\ %ORFN RI WKH UDQGRP QXPEHU ��� DQG WKH
VHFUHW NH\ ���� 7KH DXWKHQWLFDWLQJ SDUW\ GRHV WKH VDPH FDOFXODWLRQ� DQG
FRPSDUHV WKH DQVZHUV���� ,I WKH DQVZHUV DUH WKH VDPH� WKH UHTXHVW LV JUDQWHG
���� ,I WKH\ DUH QRW� WKHQ WKH UHTXHVW LV GHQLHG� 2EVHUYLQJ WKH PHVVDJHV RQ WKH
FRPPXQLFDWLRQV FKDQQHO ���� GRHV QRW UHYHDO WKH VHFUHW NH\� EHFDXVH WKH
5XE\ %ORFN IXQFWLRQ LV GHVLJQHG WR PDNH VROYLQJ IRU WKH NH\ JLYHQ
LQSXW�RXWSXW SDLUV LQIHDVLEOH�

Requesting Party (5) Authenticating Party (8)

Request for Access (1)

Challenge Number (2)

Response (3)

Granted or Denied (4)

Generate random number (9)

Ruby Function (7) Ruby Function (7)

Secret Key (6) Secret Key (6)

Compare (8)

Figure 3.1.1 Authentication Protocol

Communications Channel (10)

2QFH WKH DXWKHQWLFDWLRQ SURWRFRO LV FRPSOHWHG� WKH DXWKHQWLFDWLQJ SDUW\ LV

UHDVRQDEO\ VXUH WKDW WKH UHTXHVWLQJ SDUW\ KDV WKH VHFUHW NH\� HYHQ WKRXJK WKH
NH\ ZDV QHYHU WUDQVPLWWHG LQ WKH FOHDU� 7KLV SURWRFRO FDQQRW EH VSRRIHG E\

XQDXWKRUL]HG UHTXHVWLQJ SDUW\ SOD\LQJ EDFN D SUHYLRXV WUDQVDFWLRQ� VLQFH WKH
UDQGRP QXPEHU ZLOO EH GLIIHUHQW HDFK WLPH�
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3.1.2 ENCRYPTION

7KH UHFRPPHQGHG ZD\ WR XVH WKH 5XE\ %ORFN &LSKHU WR XVH VWDQGDUG EORFN

FKDLQLQJ ZLWK FLSKHUWH[W IHHGEDFN� 6HH ILJXUH ������

Secret Key (1)

Initialization Vector (2) Plain Text (3) Plain Text (3)

Ruby (4) XOR (5)

Cipher Text (4)

Ruby (4) XOR (5)

Cipher Text (4)

Ruby (4)

Plain Text (6)

Cipher Text (7)

XOR (8)

Additional
stages...

(9)

Figure 3.1.2  Encryption
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7KH VHFUHW NH\ ��� LV FRPELQHG ZLWK DQ LQLWLDOL]DWLRQ YHFWRU ��� XVLQJ WKH
5XE\ %ORFN )XQFWLRQ ��� WR VWDUW WKH SURFHVV� 7KH LQLWLDOL]DWLRQ YHFWRU QHHG
QRW EH NHSW VHFUHW� EXW VKRXOG EH GLIIHUHQW IRU HDFK EORFN RI GDWD HQFU\SWHG�
)RU H[DPSOH� WKH LQLWLDOL]DWLRQ YHFWRU PD\ EH WKH ORJLFDO EORFN QXPEHU RQ D
VHTXHQWLDO VWRUDJH GHYLFH� 7KLV YDOXH LV WKHQ FRPELQHG ZLWK WKH ILUVW SODLQ
WH[W EORFN ��� XVLQJ ELW�ZLVH DGGLWLRQ PRGXOR�� �DOVR FDOOHG H[FOXVLYH�RU�
;25 IRU VKRUW�� 7KLV UHVXOWV LQ WKH ILUVW FLSKHU WH[W EORFN ���� $OO VXEVHTXHQW
SODLQ WH[W EORFNV DUH HQFU\SWHG E\ FRPELQLQJ WKHP ZLWK WKH RXWSXW RI WKH
5XE\ %ORFN )XQFWLRQ �&� RI WKH SUHYLRXV FLSKHU WH[W EORFN ��� DQG WKH VHFUHW
NH\ ���� $OO SODLQ WH[W DQG FLSKHU WH[W EORFNV DUH � E\WHV ��� ELWV� ORQJ� H[FHSW
IRU WKH ODVW RQH RI HDFK� 7KH ODVW FLSKHU WH[W EORFN ��� ZLOO EH WKH VDPH OHQJWK
DV WKH ODVW SODLQ WH[W EORFN ����

3.1.3 DECRYPTION

'HFU\SWLRQ LV JXDUDQWHHG WR UHFRYHU WKH RULJLQDO SODLQ WH[W� SURYLGHG WKH

VDPH LQLWLDOL]DWLRQ YHFWRU DQG VHFUHW NH\ DUH XVHG� E\ WKH SURSHUWLHV RI WKH
H[FOXVLYH�RU RSHUDWLRQ� WRJHWKHU ZLWK WKH IDFW WKDW WKH 5XE\ %ORFN )XQFWLRQ LV

GHWHUPLQLVWLF�
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6HH ILJXUH ������ 7KH GHFU\SWLRQ RSHUDWLRQ ZRUNV ZKHQ WKH SURSHU VHFUHW NH\

��� DQG LQLWLDOL]DWLRQ YHFWRU ��� DUH XVHG� VLQFH WKH RXWSXW RI WKH 5XE\ %ORFN

)XQFWLRQ ��� �&� ZLOO EH WKH VDPH DV LW ZDV GXULQJ HQFU\SWLRQ� 7KLV HQVXUHV

WKDW WKH H[FOXVLYH�RU RSHUDWLRQ ��� ZLOO FRQYHUW WKH FLSKHU WH[W ��� EDFN WR WKH

RULJLQDO SODLQ WH[W ���� 7KH ODVW EORFNV ��� DQG ��� PD\ EH VKRUWHU� EXW WKH

SULQFLSOH LQYROYHG LV WKH VDPH� 1RWH WKDW LI WKH ZURQJ VHFUHW NH\ LV XVHG� WKH

LQSXW WR HDFK RI WKH H[FOXVLYH�RU RSHUDWLRQV ZLOO EH GLIIHUHQW LQ DQ

XQSUHGLFWDEOH ZD\� WKXV SURGXFLQJ JDUEDJH IRU RXWSXW�

Secret Key (1)

Initialization Vector (2)

Plain Text (3) Plain Text (3)

Ruby (4) XOR (5)

Cipher Text (4)

Ruby (4) XOR (5)

Cipher Text (4)

Ruby (4)

Plain Text (6)

Cipher Text (7)

XOR (8)

Additional
stages...

(9)

Figure 3.1.3  Decryption

K

P

K

P

K

P
C

C C

3.1.4 HASH GENERATION

1RWH WKDW WKH VL]H RI WKH KDVK SURGXFHG E\ WKLV SURFHVV LV WRR VPDOO IRU VRPH
DSSOLFDWLRQV� OLNH GLJLWDO VLJQDWXUHV� ZKLFK QHHG DW OHDVW D ��� ELW KDVK
�SUHIHUDEO\ DW OHDVW ��� ELWV�� 7KLV LV D JRRG ZD\ WR UHGXFH D ORQJHU SDVV
SKUDVH WR �� ELWV IRU XVH DV DQ HQFU\SWLRQ NH\� KRZHYHU�

+DVK JHQHUDWLRQ �DOVR FDOOHG PHVVDJH GLJHVW JHQHUDWLRQ� LV D IRXU VWHS

SURFHVV�

�� ,QLWLDOL]H WKH V\VWHP� 6HW WKH E\WH FRXQWHU DQG KDVK VWDWH DUUD\ WR ]HUR�

�� $SSHQG WKH OHQJWK �PRGXOR ���� RI WKH LQSXW WR WKH LQSXW DV � E\WHV� OHDVW
VLJQLILFDQW E\WH ILUVW�

�� $SSHQG DV PDQ\ E\WHV RI �[)) E\WHV WR WKH LQSXW DV LW WDNHV WR PDNH WKH
LQSXW DQ HYHQ PXOWLSOH RI � E\WHV�
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�� )RU HYHU\ ��E\WH EORFN RI LQSXW� XSGDWH WKH QHZ KDVK VWDWH DUUD\ WR EH WKH

5XE\ %ORFN )XQFWLRQ RI WKH LQSXW EORFN �DV WKH SODLQ WH[W� DQG WKH ROG KDVK

VWDWH �DV WKH NH\�� 7KH ODVW RXWSXW RI WKH 5XE\ %ORFN IXQFWLRQ LV WKH KDVK RI

WKH LQSXW E\WHV�

3.1.5 PSEUDORANDOM NUMBER GENERATION

3VHXGRUDQGRP QXPEHUV DUH QXPEHUV DUUDQJHG LQ D VHTXHQFH ZKLFK� RWKHU

WKDQ WKH IDFW WKDW WKH VHTXHQFH FDQ EH UHSHDWHG� DSSHDU WR EH SHUIHFWO\

UDQGRP� 3VHXGRUDQGRP QXPEHUV KDYH QXPHURXV DSSOLFDWLRQV LQ KDUGZDUH

DQG VRIWZDUH WHVWLQJ� PRGHOLQJ� DQG LQ WKH JHQHUDWLRQ RI VHVVLRQ NH\V IRU

FU\SWRJUDSKLF DSSOLFDWLRQV� $ SVHXGRUDQGRP QXPEHU JHQHUDWRU RI WKH W\SH

OLVWHG EHORZ LV DOVR VXLWDEOH IRU FUHDWLQJ D VWUHDP FLSKHU WKDW FDQ EH XVHG IRU
UDQGRP DFFHVV WR DQ HQFU\SWHG ILOH RQ GLVN RU WDSH�

Ruby Hash Function (4)

Counter (3)

Seed (1) Key (2)

Pseudorandom Number (5)

KP

C

Figure 3.1.5  Pseudorandom Number Generation

6HH ILJXUH ������ 7R JHQHUDWH SVHXGRUDQGRP QXPEHUV� VWDUW WKH VHTXHQFH E\
VHWWLQJ WKH VHHG ��� WR DQ LQLWLDO YDOXH� ZKLFK PD\ EH ]HUR� RU PD\ EH VHW WR
DQ\ GHVLUHG VWDUWLQJ SRLQW LQ WKH VHTXHQFH� 7KH VHHG LV ORDGHG LQWR D FRXQWHU
���� WKDW LV LQFUHPHQWHG HYHU\ WLPH D QHZ ��E\WH SVHXGRUDQGRP QXPEHU LV

GHVLUHG� 7KH RXWSXW RI WKH FRXQWHU ��� LV FRPELQHG ZLWK D IL[HG NH\ ��� XVLQJ

WKH 5XE\ %ORFN )XQFWLRQ ��� WR FUHDWH WKH SVHXGRUDQGRP QXPEHU ���� 7KH
IL[HG NH\ ��� QHHG QRW EH NHSW VHFUHW XQOHVV WKH JHQHUDWHG SVHXGRUDQGRP
QXPEHUV DUH XVHG IRU NH\ JHQHUDWLRQ RU HQFU\SWLRQ SXUSRVHV� 7KH RXWSXW

SVHXGRUDQGRP QXPEHU ��� PD\ WKHQ RSWLRQDOO\ EH SURFHVVHG WR SURGXFH

QXPEHUV LQ WKH GHVLUHG UDQJH DQG ZLWK WKH GHVLUHG SUREDELOLW\ GLVWULEXWLRQ
IXQFWLRQ�

3.1.6 STREAM CIPHER MODES

7KHUH DUH VHYHUDO SRVVLELOLWLHV RI ZD\V WR FRQYHUW D EORFN FLSKHU WR D VWUHDP

FLSKHU� 2QH RI WKH VLPSOHVW PHWKRGV LV WR VLPSO\ XVH D FRXQWHU �SUHORDGHG
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ZLWK DQ LQLWLDOL]DWLRQ YHFWRU� DV WKH LQSXW WR WKH 5XE\ %ORFN )XQFWLRQ �DORQJ

ZLWK WKH NH\�� DQG H[FOXVLYH�RU HDFK ELW RI WKH LQSXW VWUHDP ZLWK D ELW RI WKH

5XE\ %ORFN )XQFWLRQ RXWSXW� 1RWH WKDW WKLV LV WKH VDPH DV WKH SVHXGR�

UDQGRP QXPEHU JHQHUDWRU RI ILJXUH ������ H[FHSW WKDW WKH RXWSXW LV XVHG DV

WKH FLSKHU VWUHDP� $IWHU HDFK ���ELW RXWSXW EORFN LV XVHG XS� WKH FRXQWHU LV

LQFUHPHQWHG E\ VRPH FRQVWDQW YDOXH �W\SLFDOO\ ��� 'HFU\SWLRQ ZRUNV WKH

VDPH ZD\� $V ZLWK DQ\ VWUHDP FLSKHU� D JLYHQ LQLWLDOL]DWLRQ YHFWRU DQG NH\

FRPELQDWLRQ VKRXOG RQO\ EH XVHG RQFH�

3.2 RUBY BLOCK FUNCTION STRUCTURE

7KH 5XE\ %ORFN )XQFWLRQ ��� WDNHV WZR EORFNV RI �� ELWV DV LQSXW� DQG

SURGXFHV DQ RXWSXW RI RQH EORFN RI �� ELWV� :KHQ XVHG DV DQ HQFU\SWLRQ
DOJRULWKP� WKH ILUVW LQSXW LV WKH SODLQ WH[W ��� DQG WKH VHFRQG LQSXW LV WKH
HQFU\SWLRQ NH\ ���� 7KH FLSKHU WH[W LV IRUPHG E\ FRPELQLQJ WKH RXWSXW RI WKH
FLSKHU ��� ZLWK WKH LQSXW DV GLVFXVVHG DERYH� 7KH QDWXUH RI WKH SURFHVV XVHG
WR GHWHUPLQH WKH RXWSXW PDNHV LW FRPSXWDWLRQDOO\ LQIHDVLEOH WR GHULYH WKH
NH\ RU RWKHU SODLQ WH[W EORFNV� JLYHQ D SDLU RI FRUUHVSRQGLQJ SODLQ WH[W DQG
FLSKHU WH[W EORFNV�

Plain Text (1) Encryption Key (2)

Cipher Output (4)

Figure 3.2  Ruby Hash Function

P

Ruby Hash Function (3)

K

C
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3.3 INTERNAL STRUCTURE OF RUBY BLOCK CIPHER

Plain Text (1) Encryption Key (2)

Byte order reversal (4)

Byte order reversal (4)

Hash Output (3)

(MSB first machines)

X array (5)

Nonlinear functions (7)

(MSB first machines)

F1 F2 F3 F4 Family key (8)

Output Functions (9)

7KH IXQGDPHQWDO FRPSXWDWLRQDO XQLW ZLWKLQ WKH 5XE\ %ORFN &LSKHU LV WKH ���
ELW XQVLJQHG LQWHJHU� FRUUHVSRQGLQJ WR WKH QDWXUDO ZRUG VL]H RI PDQ\

JHQHUDO SXUSRVH FRPSXWHUV DQG PLFURFRQWUROOHUV� 7R SURYLGH IRU SRUWDELOLW\

RI RSHUDWLRQ EHWZHHQ FRPSXWHU DUFKLWHFWXUHV ZLWK PRVW VLJQLILFDQW E\WH ILUVW
DQG OHDVW VLJQLILFDQW E\WH ILUVW RUGHULQJ RI ��ELW E\WHV ZLWKLQ ���ELW ZRUGV� WKH
RUGHU RI LQSXW E\WHV ZLWKLQ ���ELW ZRUGV LV UHYHUVHG RQ FRPSXWHUV ZLWK PRVW

VLJQLILFDQW E\WH ILUVW DUFKLWHFWXUHV DIWHU WKH LQSXW VWDJH DQG EHIRUH WKH RXWSXW

VWDJH ����

$ §)DPLO\ .H\¨ ��� FRQVLVWLQJ RI WZR UDQGRPO\ FKRVHQ �H[FHSW WKDW WKH OHDVW
VLJQLILFDQW ELW VKRXOG EH �� ���ELW LQWHJHUV DUH DGGHG RU PXOWLSOLHG LQWR WKH

LQWHUPHGLDWH UHVXOWV DV SDUW RI WKH QRQOLQHDU IXQFWLRQV� 7KLV )DPLO\ .H\ LV

QRUPDOO\ NHSW FRQVWDQW IRU DQ\ FU\SWRV\VWHP XVLQJ WKLV FLSKHU� EXW FRXOG EH
PDGH SDUW RI WKH XVHU NH\ IRU D ODUJHU HIIHFWLYH XVHU NH\ VL]H�
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7KH QRQOLQHDU IHHGEDFN IXQFWLRQV ��� DQG RXWSXW IXQFWLRQV ��� DUH FDUHIXOO\

FKRVHQ WR PDNH FU\SWDQDO\VLV GLIILFXOW E\ PL[LQJ QRQOLQHDULWLHV LQYROYLQJ

ERWK DULWKPHWLF RSHUDWLRQV� ERROHDQ IXQFWLRQV� DQG GDWD�GHSHQGHQW ELW

URWDWLRQV� ZKLOH VWLOO RSHUDWLQJ TXLFNO\ RQ D ���ELW FRPSXWHU� :KHQ

LWHUDWLYHO\ DSSOLHG WR WKH ; DUUD\ ��� WKDW LV ILOOHG IURP WKH LQSXW YDOXHV� DV

VKRZQ� ZLWK HDFK DUUD\ URWDWHG E\ RQH ORQJ ZRUG HDFK LWHUDWLRQ� WKH

UHODWLRQVKLS EHWZHHQ WKH RXWSXW DQG WKH IRXU LQSXW ORQJ ZRUGV EHFRPHV

YHU\ FRPSOH[� 1RUPDOO\� WKHUH DUH DW OHDVW HLJKW LWHUDWLRQV� EXW PRUH PD\ EH

XVHG ZKHUH VHFXULW\ LV PRUH LPSRUWDQW WKDQ VSHHG SHUIRUPDQFH�

)RU PRUH GHWDLOV �LQFOXGLQJ WKH GHILQLWLRQV RI WKH IHHGEDFN DQG RXWSXW

IXQFWLRQV�� SOHDVH VHH WKH & VRXUFH FRGH RI WKH SURWRW\SH LPSOHPHQWDWLRQ RI

WKH 5XE\ %ORFN &LSKHU� EHORZ�

3.4 RUBY SOURCE CODE

%HFDXVH & VRXUFH FRGH LV VR PXFK PRUH FRPSDFW DQG SUHFLVH LQ GHVFULELQJ
DQ HQFU\SWLRQ DOJRULWKP WKDQ (QJOLVK� , LQFOXGH WKH IROORZLQJ FRGH
IUDJPHQWV� 7KH FRPSOHWH VRXUFH FRGH IRU D IXQFWLRQDO �EXW VLPSOH�
HQFU\SWLRQ SURJUDP WKDW GHPRQVWUDWHV WKH XVH RI WKLV FLSKHU LV DYDLODEOH
VHSDUDWHO\ LQ WKH 86$ DQG &DQDGD RQ WKH ,QWHUQHW DW
ftp://ftp.csn.net/mpj/I_will_not_export/crypto_???????/libraries/ruby_m5.zip � ZKHUH
WKH """"""" LV UHYHDOHG LQ ftp://ftp.csn.net/mpj/README.

3.4.1 RUBY.H
/* Ruby.h -- Ruby hash cipher prototype

Copyright (C) 1994-1996 Michael Paul Johnson.  All rights reserved.
Inventor and author: Michael Paul Johnson.
Mark 5 modifications: 4 January 1996

The Ruby block cipher is really a small hash function that must be
used in an appropriate chaining method to be reversible.  In other
words, it lacks an electronic codebook mode.  On the other hand, the
electronic codebook mode is one of the least secure modes to use a
block cipher in.  The main advantages of the Ruby block cipher are
(1) speed in software implementations, (2) size, (3) no delay for key
setup (making key feedback modes practical), and (4) reasonable
security for the speed.

The speed of the Ruby cipher derives from the use of 32 bit
operations common to most computers, and from limiting the number of
operations per block encryption.  The operations used are add,
exclusive or, multiply, and logical rotate.

Because there is no separate key setup step to generate internal keys
from an external key, there is no performance penalty for changing
keys often.  This encourages the use of frequently changed session
keys.  It also makes feedback modes that continually change the key
practical.

The security of the Ruby cipher is based on the mixing of both
arithmetic and logical operations, including the very nonlinear
rotation operation, in a finite set of numbers.  The structure used
for this mixing is intended to frustrate computation of the inputs
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from the outputs.  The structure is also designed to mix the effects
of each bit of the input (both the ciphertext and key sections) so
that changing one bit of the input changes an average of about half
of the bits of the output.  This is sometimes called the avalanche
effect.

The Ruby cipher has not yet been fully analyzed for resistance to
cryptanalytic attacks, but was designed with a knowledge of how
several of these attacks work.  The best attack on this cipher might
well be better than a brute force attack on the 64 bit key, but since
some of the more obscure attacks require large quantities of cipher
text encrypted with the same key, I recommend that you use this
cipher in a way that uses a different session key to encrypt each
file or message, even if you use one master key to encrypt the
session keys.

The primary uses intended for the Ruby cipher are authentication and
encryption in embedded applications (such as tape drives) and in
software such as backup programs and secure communications
applications where high speed, small size, and efficient
implementations on 32-bit computer architectures are very important
considerations.

In the following function, P is the Plain text input, K is the Key,
and C is the Cipher text output.

*/

void ruby_crypt(unsigned char *P, unsigned char *K, unsigned char *C);

/*

The following hash functions are NOT intended for use in digital
signature applications, since the block size for Ruby is too short
for that.  They are convenient for reducing a longer passphrase (or
passphrase + salt) to a Ruby key of 64 bits.

*/

void ruby_hash_init(void);
void ruby_hash_update(unsigned char *b, unsigned count = 1);
void ruby_hash_final(unsigned char *hash);

3.4.2 RUBY.CPP
/* Ruby.cpp -- ruby hash cipher MARK 5 prototype

Copyright (C) 1994-1996 Michael Paul Johnson.  All rights reserved.
Inventor and author: Michael Paul Johnson.
Date invented: 27 July 1994.
Mark 5 modification: 4 January 1996

You may use and distribute this software without payment of royalties
provided that you retain this copyright notice in the source code and
that you do not misrepresent the source of this software.  You are
responsible for compliance with any applicable export regulations.

Note that this is experimental software that implements and describes
an experimental algorithm.  Use it at your own risk.  Neither I nor
Exabyte Corporation will be held responsible for any damages caused by
this program or algorithm.

*/

#ifdef __MSDOS__
#include <mem.h>
#else
#include <memory.h>
#endif

/* #define BIG_ENDIAN /* If machine is MSByte First, for compatibility. */

/*
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The STRENGTH constant is where you get to trade off cryptographic
strength and speed.  The following nonscientific table is presented
as a guideline for selecting a constant.  More study is needed before
the cryptographic strength associated with the value of this constant
can be assigned a more meaningful measure.

4   Minimum       -  speed is of the essence, security secondary.
8   Desk lock     -  reasonable compromise of speed vs security?
16  Dead bolt     -  probably good enough for most things.
20  Portable safe -  security is more important than speed.
32  Anchored safe -  speed isn't much of a concern.
40  Bank vault    -  your pentium has nothing better to do, anyway.
64  Fort Knox     -  If you are willing to wait this long, it would probably
                     make sense to double the block size, too.
*/

#define STRENGTH 8

/*

The family key is a set of two 32-bit integers with a "fairly even"
distribution of ones and zeroes.  These two numbers should not be a
power of 2 (i.e., they should be relatively prime to 0x100000000L).
This means that the effective family key length is a total of 62 bits,
since the two least significant bits are always 1.

This number has two functions.  The most important one is to help
spread the influence of key bits into the "zone" that affects the roll
operations. Another is to give you a convenient way to make your
algorithm "proprietary" to your application.  If interchange with
other Ruby Mark 5 implementations is important, I recommend the use
of 0x456C6091 and 0xAA7110C3.  The real strength is in the user's
key, not the family key, especially if you embed the family key in
the software.

Defining an enlarged user key of 126 bits and using the extra 62 bits
for the family key is an idea I considered, but I really can't
guarantee that this would really increase the security of the
algorithm as much as the key size would seem to indicate. (It
wouldn't be worse than a 64-bit key, but it probably wouldn't nearly
square the strength of the cipher, either).

*/

#define FAMILY_KEY_1 0x456C6091L
#define FAMILY_KEY_2 0xAA7110C3L

#define FASTER_NOT_SMALLER /* if speed is more important than code size.*/

#ifdef FASTER_NOT_SMALLER

/* Does your processor have a logical rotate instruction? If so, you can
   speed this up.
*/

#define roll(X, C) (((X)<<(int)(C))|((X)>>(32-(int)(C))))

#else

/*

Use the roll function instead of the macro if the space consumed by the
expansion of 12 roll macros consumes too much code space.  This might be
significant in some embedded applications.

*/

unsigned long roll(unsigned long X, unsigned long C)
    {
    return (X<<(int)C) | (X>>(32-(int)C));
    }

#endif
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#define f1(A,B,C,D) (((roll(A,D&0x1F)+roll(B,C>>27))^(roll(C,B&0x1F)+roll(D,A>>27))))
#define f2(A,B,C,D) (((roll(A,C&0x1F)^roll(B,D>>27))+(roll(C,A&0x1F)+roll(D,B>>27))))

static unsigned char hash_state[8];
static unsigned char hash_partial[8];
static unsigned long hash_count;
static unsigned hash_position;

void byte_swap(unsigned char *X)
    {
    unsigned char b;

    b=X[0];X[0]=X[3];X[3]=b;
    b=X[1];X[1]=X[2];X[2]=b;
    }

void ruby_crypt(unsigned char *P, unsigned char *K, unsigned char *C)
    {
    int I, J, H, L, M;
    unsigned long X[4];
/*

    It is convenient to call this function with pointers to bytes, but
    the input and output are handled as unsigned longs.
    The key should be selected randomly.
*/

    X[0] = *((unsigned long *)P);
    X[1] = *(((unsigned long *)P)+1);
    X[2] = *((unsigned long *)K);
    X[3] = *(((unsigned long *)K)+1);
#ifdef BIG_ENDIAN
    byte_swap((unsigned char *)(X));
    byte_swap((unsigned char *)(X+1));
    byte_swap((unsigned char *)(X+2));
    byte_swap((unsigned char *)(X+3));
#endif

    for (I=0,J=0,H=1,L=2,M=3; I<(STRENGTH); I++)
        {
        X[J] = f1(X[J],X[H],X[L],X[M]);
        X[J] += FAMILY_KEY_1;
        J = (J+1)&3;
        H = (H+1)&3;
        L = (L+1)&3;
        M = (M+1)&3;
        X[J] = f2(X[J],X[H],X[L],X[M]);
        X[J] *= FAMILY_KEY_2;
        J = (J+1)&3;
        H = (H+1)&3;
        L = (L+1)&3;
        M = (M+1)&3;
        }

    *((unsigned long *)C) = roll(X[0], X[3]&0x1F) + roll(X[1], X[2]>>27);
    *(((unsigned long *)C)+1) = roll(X[2], X[0]>>27) ^ roll(X[3], X[1]&0x1F);

#ifdef BIG_ENDIAN
    byte_swap(C);
    byte_swap(C+4);
#endif
    }

void ruby_hash_init(void)
    {
    hash_position = 0;
    hash_count = 0L;
    memset(hash_state, 0, 8);
    }

void ruby_hash_update(unsigned char *b, unsigned count)
    {
    unsigned u;
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    for (u=0; u<count; u++)
        {
        hash_partial[hash_position++] = *b++;
        if (hash_position >= 8)
            {
            ruby_crypt(hash_partial, hash_state, hash_state);
            hash_position = 0;
            }
        }
    hash_count += count;
    }

void ruby_hash_final(unsigned char *hash)
    {
#ifdef BIG_ENDIAN
    byte_swap((unsigned char *)(&hash_count));
#endif
    ruby_hash_update((unsigned char *) (&hash_count), 4);
    while (hash_position < 8)
        {
        hash_partial[hash_position++] = 0xFF;
        }
    ruby_crypt(hash_partial, hash_state, hash_state);
    memcpy(hash, hash_state, 8);
    }

4. SECURITY ANALYSIS
7KLV EORFN FLSKHU VKRXOG EH XVHG ZLWK JUHDW FDXWLRQ� DQG RQO\ LQ QRQFULWLFDO
DSSOLFDWLRQV ULJKW QRZ� EHFDXVH LW KDV QRW EH DQDO\]HG YHU\ ZHOO� QRU KDYH
YHU\ PDQ\ SHRSOH ORRNHG DW LW� 6LQFH WKH LQLWLDO SXEOLFDWLRQ LV RQO\ LQ
HOHFWURQLF IRUP DQG RXWVLGH RI VRPH RI WKH WUDGLWLRQDO IRUD IRU WKH
FU\SWRJUDSKLF FRPPXQLW\� LW PD\ QRW JHW WKH VFUXWLQ\ HQMR\HG E\ RWKHU
DOJRULWKPV� ,W PLJKW� LQGHHG EH FOHYHU DQG VWURQJ� EXW VRPHRQH PLJKW DOVR
FRPH XS ZLWK D FOHYHU DWWDFN WKDW , GLGQªW DQWLFLSDWH� 8VH WKLV DW \RXU RZQ
ULVN�

6HFXULW\ DQDO\VLV LV RQH RI WKH PRVW GLIILFXOW VXEMHFWV LQ FU\SWRJUDSK\� :LWK
VRPH QRWDEOH H[FHSWLRQV� VXFK DV WKH FODVVLF 2QH 7LPH 3DG� WKHUH FDQ EH QR
DEVROXWH SURRI RI WKH VHFXULW\ RI D PHDQV RI HQFU\SWLRQ� VLQFH WKDW DPRXQWV WR
D SURRI WKDW D PHWKRG WR EUHDN WKH PHDQV GRHV QRW H[LVW� 7KHUH DUH� KRZHYHU�

VRPH WKLQJV WKDW FDQ EH GRQH WR HLWKHU LQFUHDVH WKH FRQILGHQFH LQ D PHWKRG RU

GLVSURYH LW� ,Q WKH FDVH RI D EORFN FLSKHU� WKH FLSKHU LV FDOOHG §VWURQJ¨ LI WKHUH
LV QR EHWWHU PHDQV WR VROYH IRU WKH NH\� JLYHQ D VHW RI FRUUHVSRQGLQJ SODLQ
WH[W DQG FLSKHU WH[W EORFNV �WKH NQRZQ SODLQ WH[W DWWDFN� RU JLYHQ WKDW WKH

DWWDFNHU FDQ KDYH DQ\ EORFN HQFU\SWHG ZLWK WKH XQNQRZQ NH\ �WKH FKRVHQ

SODLQ WH[W DWWDFN��

$V D JHQHUDO UXOH� WKH PRUH SHRSOH ZKR DUH VNLOOHG LQ PDWKHPDWLFV DQG
FU\SWDQDO\VLV ZKR KDYH WULHG WR EUHDN D FLSKHU DQG IDLOHG� WKH PRUH

FRQILGHQFH LV JDLQHG LQ WKDW FLSKHU� 7KLV LV RQH UHDVRQ ZK\ LW LV LPSRUWDQW IRU

WKH VHFXULW\ RI WKH FLSKHU WR UHVW LQ VHFUHF\ RI WKH NH\� DQG QRW LQ WKH VHFUHF\
RI WKH DOJRULWKP� ,W LV DOVR D YHU\ JRRG UHDVRQ WR SXEOLVK DQ DOJRULWKP DQG

VXEMHFW LW WR SHHU UHYLHZ�
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7KUHH JHQHUDO IRUPV RI DWWDFN ZLOO EH FRQVLGHUHG KHUH� EXW RQO\ EULHIO\� 7KH

ILUVW� EUXWH IRUFH� FDQ EH DSSOLHG WR DQ\ EORFN FLSKHU� 7KH VHFRQG� GLYLGH DQG

FRQTXHU� LV D JHQHUDO WHFKQLTXH IRU VXEVWDQWLDOO\ UHGXFLQJ WKH DSSDUHQW

VWUHQJWK RI D FLSKHU WKDW PXVW EH DYRLGHG LQ FLSKHU GHVLJQ� 7KH WKLUG� WKH

DQDO\WLFDO DWWDFN� WDNHV DGYDQWDJH RI WKH LQWHUQDO VWUXFWXUH RI WKH FLSKHU�

4.1 BRUTE FORCE

$ EUXWH IRUFH DWWDFN FRQVLVWV RI VLPSO\ WU\LQJ DOO RI WKH SRVVLEOH NH\V XQWLO

RQH ZRUNV� ,W LV JHQHUDOO\ DVVXPHG WKDW \RX ZLOO NQRZ ZKHQ \RX KDYH WKH

ULJKW NH\ EHFDXVH \RX NQRZ HQRXJK DERXW ZKDW LV HQFU\SWHG WR UHFRJQL]H

VRPHWKLQJ WKDW §PDNHV VHQVH�¨ 7KH GHIHQVH DJDLQVW WKLV DWWDFN LV WR VLPSO\

PDNH WKH QXPEHU RI SRVVLEOH NH\V WRR ELJ IRU WKLV WR EH SUDFWLFDO� 6LQFH WKHUH
DUH ��� SRVVLEOH NH\V� \RX ZRXOG H[SHFW WR KDYH WR WU\ DERXW KDOI RI WKHP �����

EHIRUH ILQGLQJ WKH ULJKW RQH� ,I \RX VSHQW ORWV RI PRQH\ RQ D YHU\ IDVW� VSHFLDO

SXUSRVH SDUDOOHO SURFHVVRU WKDW FRXOG WU\ D ELOOLRQ ����� NH\V SHU VHFRQG� LW
ZRXOG WDNH DERXW

����NH\V������ VHFRQGV�NH\� = ��� \HDUV WR EUHDN�
    (86,400 seconds/day)(365.25 days/year)

7KLV LV SUREDEO\ DGHTXDWH IRU D ODUJH QXPEHU RI DSSOLFDWLRQV� HVSHFLDOO\
VLQFH VXFK D IDVW SURFHVVRU ZRXOG SUREDEO\ FRVW PRUH WKDQ WKH YDOXH RI WKH
GDWD EHLQJ SURWHFWHG�

4.2 DIVIDE AND CONQUER

,I WKHUH ZHUH D ZD\ WR VROYH IRU LQGLYLGXDO SDUWV RI WKH NH\� ZLWKRXW NQRZLQJ
UHVW RI WKH NH\� WKHQ LW ZRXOG EH SRVVLEOH WR GR D EUXWH IRUFH VW\OH DWWDFN RQ

WKH LQGLYLGXDO SLHFHV� WKXV WDNLQJ VLJQLILFDQWO\ IHZHU RSHUDWLRQV� 7KH 5XE\
%ORFN &LSKHU LV GHVLJQHG VXFK WKDW WKH NH\ LV HVVHQWLDOO\ D PRQROLWKLF ZKROH�
WRJHWKHU ZLWK LWV HIIHFW RQ HDFK LQSXW EORFN� (YHQ D VPDOO� RQH ELW FKDQJH LQ

WKH NH\ UHVXOWV LQ D GUDVWLF FKDQJH LQ WKH RXWSXW� FKDQJLQJ DQ DYHUDJH RI

DERXW KDOI RI WKH RXWSXW ELWV� 7KLV IUXVWUDWHV DWWHPSWV WR VHH LI D WULDO NH\ LV
§FORVH¨ WR WKH UHDO NH\�

$QRWKHU GLYLVLRQ WKDW PLJKW EH DWWHPSWHG LV WR VROYH IRU WKH LQWHUQDO VWDWH RI

WKH FLSKHU IRU HDFK LWHUDWLRQ LQGLYLGXDOO\� XVLQJ D FKRVHQ SODLQ WH[W DWWDFN�

6XFK DWWDFNV JHW PXFK KDUGHU ZLWK PRUH LWHUDWLRQV �VLQFH WKHUH DUH PRUH
LQWHUQDO VWDWHV WR VROYH IRU�� 7KLV LV D JRRG DUJXPHQW IRU PRUH URXQGV LQ

KLJKHU VHFXULW\ DSSOLFDWLRQV� :LWK WKH PLQLPXP RI HLJKW LWHUDWLRQV� WKHUH DUH
WZHOYH XQLTXH LQWHUQDO VWDWH YDULDEOHV RI �� ELWV HDFK� 6ROYLQJ IRU WKHVH

YDULDEOHV LV IUXVWUDWHG E\ WKH LQKHUHQW GDWD ORVV LQ KDVKLQJ �� E\WHV GRZQ WR
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� E\WHV DQG WKH QRQOLQHDULWLHV RI WKH IXQFWLRQV XVHG �HVSHFLDOO\ WKH ELW

URWDWLRQ DQG ELW VHOHFWLRQ RSHUDWLRQV� ZKLFK DUH QRW ZHOO EHKDYHG WKLQJV WKDW

PDWKHPDWLFLDQV KDYH SRZHUIXO WRROV WR PDQLSXODWH��

7KHUH LV VRPH ULVN WKDW VRPHRQH ZLOO VHH D ZD\ WR VROYH IRU SDUWV RI WKH NH\

ZLWK VHOHFWHG LQSXW�RXWSXW SDLUV� -XVW EHFDXVH , GRQªW NQRZ RI D ZD\

GRHVQªW PHDQ WKDW LW LV LPSRVVLEOH�

4.3 ANALYTIC ATTACK

7KHUH LV D PXOWLWXGH RI DQDO\WLF DWWDFNV SRVVLEOH� ,I , NQHZ RI RQH WKDW

ZRUNHG RQ WKLV FLSKHU� , ZRXOG KDYH UHGHVLJQHG LW WR EH UHVLVWDQW WR WKDW

DWWDFN� 6\VWHPV RI OLQHDU HTXDWLRQV FDQQRW EH XVHG WR VROYH IRU WKH NH\ DQG
WKH LQWHUQDO YDULDEOHV� VLQFH WKH IXQFWLRQV XVHG DUH DV\PPHWULFDO DQG
QRQOLQHDU� $ SLHFH�ZLVH OLQHDU GHFRPSRVLWLRQ RI WKH SUREOHP EHFRPHV
LQWUDFWDEOH EHFDXVH WKH GDWD GHSHQGHQW ELW URWDWLRQV HIIHFWLYHO\ EUHDN WKH
OLQHDU IXQFWLRQV LQ SLHFHV DW GLIIHUHQW SRLQWV� 7KHUH LV D SRVVLELOLW\ WKDW DQ
DQDO\WLF DWWDFN H[LVWV RU PD\ EH GLVFRYHUHG� EXW VRPH RI WKH IXQGDPHQWDO
PDWK SUREOHPV WKDW H[LVW LQ WKLV W\SH RI VROXWLRQ DUH VLPLODU WR WKRVH XVHG LQ
WKH ,'($� FLSKHU� ZKLFK KDV VXUYLYHG D IHZ \HDUV RI VFUXWLQ\ E\ DFDGHPLD�
6WLOO� WKHUH DUH VRPH IXQGDPHQWDO GLIIHUHQFHV WKDW PD\ PDNH VXFK D VROXWLRQ
SRVVLEOH�

5. COMPARISON WITH PRIOR ART
7KH FORVHVW SULRU DUW LV WKH ,'($� &LSKHU RI 8� 6� 3DWHQW ����������� DORQJ
ZLWK VRPH LGHDV WDNHQ IURP 3HWHU *XWPDQQªV 0HVVDJH 'LJHVW &LSKHU �0'&��
GRFXPHQWHG LQ WKH VKDUHZDUH SURGXFW FDOOHG §6HFXUH )LOH 6\VWHP�¨ $
GLVFXVVLRQ RI FU\SWRJUDSKLF SULRU DUW LV FRQWDLQHG LQ 6WHYHQ 7� 'HJHOHªV

YHUERVH 8� 6� SDWHQW ����������� LVVXHG 0DUFK ��� ����� $Q H[FHOOHQW VXUYH\
RI WKH FXUUHQW VWDWH RI WKH DUW LV LQ %UXFH 6FKQHLHUªV ERRN� §$SSOLHG
&U\SWRJUDSK\�¨

'DWD�GHSHQGHQW ELW URWDWLRQV DUH DOVR XVHG LQ 5RQ 5LYHVWªV 5&� FLSKHU� ZKLFK
KDV D SDWHQW DSSOLFDWLRQ SHQGLQJ� 7KH VWUXFWXUH RI WKDW FLSKHU LV GLIIHUHQW�
VLQFH LW LV D JHQHUDO IDPLO\ RI UHYHUVLEOH EORFN FLSKHUV XVLQJ GDWD�GHSHQGHQW
ELW URWDWLRQV DV WKH RQO\ QRQOLQHDU RSHUDWLRQ�


