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User Experience

search for “mp3”" AND “Metallica”™ AND “DMCA"

GNet returns list of files with description




Applications
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distributed backups of important data
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Related Work (1/2)

Napster:

* centralized, outlawed
* no confidentiality or anonymity
* no authentication




Related Work (2/2)

Freenet:

* distributed (depth first)

* anonymity, confidentiality and deniability
* no accountability

* can not handle large files
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1. UDP




The GNet Framework

GNet is layered:

1. UDP




The GNet Framework

GNet is layered:

1. UDP




The GNet Framework

GNet is layered:

1. UDP




The Networking Layer

GNet's networking layer provides:

authentication = accountability




The Application Layer

Currently, the only application implemented is GProxy.
GProxy provides:

content encoding and decoding




How does it look like?
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Javal?

GProxy is written in Java.
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Focus: Content encryption

Intermediaries can not find out the content transmitted
or be plausably be expected to

intermediaries can not find out the content of queries

hosts can deny being originator of a query as long as
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Encoding Content

split content into 1k blocks B (UDP packet size!)

compute H(B) and H(H(B))

encrypt B with H(B), with Blowfish




14

Limitiations

if the keywords can be guessed...
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System Requirements
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System Requirements

At the moment: Linux

Java JDK 1.3 for GProxy.
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What do | download?

First, you need the sources:

http://gecko.cs.purdue.edu/gnet /download.php3

In addition to this, you need an initial set of hosts. You
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How to install?

# tar xviz gnet-VERSION.tar.gz
# cd gnet-VERSION

# bin/build.sh /tmp

# cp gnet.conf “/.gnet

# /tmp/bin/gnet &
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How to insert content?

# /tmp/bin/insertfile FILENAME KEYWORD DESCR

Repeat for multiple keywords. If you want to share files
that you are still using in plaintext on your drive, GNet
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Is that safe?

Short answer: NO. Long answer:

This is new software. There will be bugs and important
features are missing.
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(GNet resources

FAQ

Mailinglist
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Conclusion

GNet could be a cool system for privacy.
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GNET Online
GNET can be obtained from our web-page:

http://gecko.cs.purdue.edu/gnet/

Walcome ] FAQ Papers

GMet iz a decentralized, distributed network with confidential and authenticated communication. A first servics implemented on
of the networking layer allows anonymeus distribution and retrieval of content, GMet is developed as a project for CS555
(Cryptography) at Purdue University.

GMet 1401 alpha released!
Head for the download page noel

GNet iz developed by the GNet developers. For questions about. GNet send E-Mail to pnet@geckocs purdue.edu,

ctiilmecko.cs purdoee cdu
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Famous last words...
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Famous last words...

RTFM




