Remote Administration of Microsoft Windows NT

with the Microsoft NT Resource Kit.

 A presentation by John Malmberg

October 3, 2000

This presentation is scheduled to be 45 minutes long with a 15 minutes of Questions and Answers following.

At the end of this presentation attendees should have the information needed to utilize the tools in the Resource Kit to both install programs and assist in the remote administration of servers.

Introduction:


Slide 1 Cover slide - Hello, My name is John Malmberg, I work for the Saturn Corporation.
I have been involved in the manufacturing control use of computers since 1982, and have worked with Microsoft Windows NT, Compaq OpenVMS, and a variety of other systems.

Slide 2 Overview

· Practical Use of Resource Kit Utilities.

· DOS command file programming techniques for Windows NT.

· How to make the tools available on a network.

· Setting up an administrative workstation that allows multiple logged in users]

This presentation will cover using the Microsoft Windows NT Resource kit utilities for Administering Microsoft Windows NT networks.

I will be emphasizing the practical use of these utilities and how to use batch files or other scripting languages to save you work in administering your environment.

I will go over some batch file techniques that will be used as a foundation for making the resource kit tools available on demand wherever you are logged in.

Then I will cover two utilities that allow you to set up a workstation so that you can use it for both normal office functions, but can also become an administrator on demand.

And as customary, there will be a Question and Answer period afterwards.

Slide 3 The Microsoft Windows NT Resource Kit Utilities

The Microsoft Windows NT Resource Kit Utilities are part of the Microsoft Windows NT Resource kit that is sold separately or as part of Microsoft TechNet.

They are unsupported!

The utilities are a combination of licensed software and freeware

The Microsoft NT Resource kit is a combination of licensed software, and freeware utilities.  So you must follow the current Microsoft licensing of them.  Having a server based TechNet subscription can be the most economical way of licensing the utilities.

The Resource Kit utilities are provided completely with out support, and you must test carefully to make sure that they work with your other applications.

I can not make any warrantees either.  When you use the resource kit utilities you are totally on your own if they have a problem.

Some of the authors will respond to e-mails, and sometimes patches will be posted on the Microsoft FTP site.

I will be covering some problems found with resource kit utilities as I go.

Brief description of the resource kit utilities covered in this presentation.

Slide 4 Featured Utilities

Shortcut, VDESK, Super User, Setx, Remote Kill, soon, Remote Kill, regback, regrest, srvany, ntrights, instsrv, pathman, soon, service controller, timeserv, localgroup, monitor service, time zone editor.

Many other utilities than can be covered in this session.

This is a list of some of the utilities that I have found to be useful.  I will be covering them in brief in this presentation.  There is documentation for most of the resource kit utilities supplied with the kit as online documents.

There are many other useful utilities that can be found in the resource kit documentation.

Examples of these are the Domain Monitor, DHCPLOC, The Time Zone Editor and such.  There is really no way to cover all of the utilities in this session.

I really never expected to need the Time Zone Editor.  I was wrong.

If you have data collection or have scheduled events going on when the Daylight Savings time changes, it can cause a number of bad side effects.  Creating a custom Time Zone allows you to control when the change takes place.


The regback utility is one that you should be using on all of your critical NT 4.0 servers once a day.  It takes a snapshot of your registry to a disk file.  The registry is normally open for write so that a backup program must use a special interface to back it up.

When you backup a system remotely, sometimes the backup program will not copy the registry.  Having this extra copy is good insurance.

The Monitor service is another essential facility.  It allows you to run a Performance Monitor session as a background service with out a display.  It can be configured to run a batch job to notify you when you have a critical condition.

Slide 6 Monitor Service Uses

· Processes are not running

· Virtual memory

· Disk Space

· Registry Quota

· Dr. Watson Alerts

What the Monitor Service is most useful for is watching disk space and making sure that all of your critical processes are running.  It can warn you before you run out of virtual memory or if you are about to reach your registry quota.  For Windows NT 4.0 prior to Service Pack 5, there was a registry quota growth problem with domain controllers.  A domain controller that is at registry quota will affect the entire domain with problems logging users in.

It can also detect when Dr. Watson is paying a house call on one of your servers.

You can use one workstation to monitor a number of servers remotely.  I recommend dedicating one to that task.

Brief overview of scripting options:  DOS, PERL, REXX, VBS, KiXtart.

Slide 7 Scripting options.

· DOS commands

· Visual Basic Scripting (VBS)

· PERL

· REXX

· KiXtart

Graphical User Interfaces are find for occasional work, but they are bad for many system administrative tasks.  Things that need to be done repetitively and correctly are better done scripted.  Recording an interactive session works only if you can edit and modify the results.  With the Resource kit added to NT you have the following scripting options.

DOS commands are free with NT and are my preferred method to use when I can get them to do the job, or extend them with commands from the Resource Kit.

Visual Basic Scripting is now available if you install it.  It is probably a good tool to use as it is also the standard macro language for the Microsoft Office Suites.  The downside is that Visual Basic Scripting is not part of the base operating system until Windows 2000, and requires a reboot to install.  This means that you can not always depend on it being available.

PERL is probably a good choice for a multiple vendor site, or one that has a lot of UNIX like systems.  I am not real experienced with UNIX or PERL.

REXX is very similar to DOS COMMAND programming and really easy to learn.  But for Windows NT is tricky to use.  There is documentation for various REXX implementations in TechNet, but not one comprehensive document.  And the REXX supplied with the resource kit varies somewhat from the documentation.  The source is provided if you get really stuck.

If you persevere with REXX you will find it useful for accessing things like the event log management functions that you would otherwise need Visual Basic Scripting or PERL.

KiXtart is another easy to use scripting language.  It is better documented than REXX and there are some functions that it seems better suited for.

JavaScript, while available with the Visual Basic Scripting is not intended for System Management functions.

The remote command line utilities.

Slide 8 Remote command execution services

· RCMD

· Remote

· Rconsole

· Telnetd

These are all client and server utilities in the NT resource kit.  You must have the server component of the utility installed as a service and active to use them.

I have found them to be of limited use in managing an NT network, but you should know about them.

Of these utilities the one that you should not consider using is REMOTE.  REMOTE does not do any security checking, and will allow anyone with the remote client access to your server.  There is a warning in the documentation about it.  REMOTE was the first of these type programs to be offered in the resource kit.

The RCMD is a bit useful, but it can not run some NT commands because they attempt to update the text video screen in ways that are not supported.  You can easily hang your session.  Telnet suffers from the same problem.  An RCMD session can have problems accessing network shares.

Rconsole actually solves the screen problem, but because it is sending screen information back it is higher overhead.  With NT 4.0, the Rconsole service and the RCMD service can not be started at the same time.

Telnet is a good compromise between RCMD and RCONSOLE.  The beta version of the telnet server that I last used would stop after every other login session.


Windows NT was designed for remote management.  Most of the built in and resource kit commands and utilities will allow you to specify a target computer.  This is far faster than starting up a remote session using the services in the previous slide.

For when you do need to actually have commands executed for you on the target system, my preferred method is using the schedule service.

This is where I want to do the same task repetitively so I will have created a DOS command procedure.


If you have not upgraded to the IE 5 Task Scheduler or are using Windows 2000, you have full control of the schedule service remotely.

The Server Manager (provided for you in the resource kit) can assign an account to the schedule service that has sufficient rights to access the network.  The default local system has only very limited access to network resources.

I recommend not having a common account for the Schedule service.  In most cases the account that is running the schedule needs to have elevated local rights, but not elevated domain wide rights.  Anyone that has local administrative rights on an NT machine has full control of any service account that has scripting abilities.  By using a common account for the schedule service, that person you thought had only local administrative rights effectively has administrative rights on all systems that share the account.

With the new Task Scheduler service that is optional with Internet Explorer 5.x and also comes with Windows 2000, you can no longer start the schedule service under any other user except the local system.  You can assign a default user that will run the tasks submitted by the AT command.  This assignment requires a visit to the remote system, as I can find no documented way to set it remotely.

Slide 11 Remote creation of Services

· Copy files to remote box.

· Use SC (Service Control) to create the service.

· Use registry editor to fix up parameters.

· Use either SC or Server Manager to start up.

There are some ways to work around this.  If you have an account with administrative rights for a box, you can always install a remote service to execute commands for you.

You can copy all of the needed files to the remote system.

Services can be installed by many means.  Usually by a local utility that updates the registry.  The NT resource kit provides a tool for doing this remotely.

The SC resource kit command is for the Service Control Utility.  It can create services and assign accounts to them.  Unlike the Server Manager application, it does not automatically grant the account the "right to logon as a service". 

The registry editor can be then used to set any optional parameters that the service requires.  If you have a service that was not designed to be installed this way, you can use the registry editor to examine what it has in the registry for the application parameters so that you can clone it.

Then either the Service Control utility or the Server Manager can start it up.  If you set the service for manual start and stop, then you have it ready for if you need it.


By using the AT command, you can cause a remote system to execute a batch command file.  This batch command file can be referenced by Universal Naming Convention, and reside anywhere on your network that the account running schedule service has access.

The SOON command is a resource kit enhancement to the AT command.  With the AT command you have to specify an exact time.  The SOON command takes an offset in seconds and then issues an AT command with the requested time.

Your computer must be in good time synchronization to use small delays.  Until you get a time service running, use large values such as 360 seconds or even higher to account for drift from when the time was last set.

After getting a remote command session running on a remote system, the first thing that I usually do is issue a NET TIME command to make sure of the time synchronization.

If you have an NTP server, the timeserv service is useful.  Otherwise use the schedule service to issue a NET TIME command to a known good source on a daily basis.  I usually use the PDC as a LANMAN master time source.

If you are managing servers across time zones, be aware that the time is always the local time zone.  If the remote time zone is different, you must take that into your delay calculation.  For example:  If you are in the Central Time zone, and you have a server in the Eastern Time zone, then you will need to add 3600 seconds for any time delays given.

Batch File Programming for Windows NT

Slide 13 - Batch File Programming - Environment variables.

· Use environment variables for paths when possible.

· Can contain other useful information.

· Allows you to build a cookbook of small batch file fragments.

As mentioned earlier, the only scripting language that you can rely on to be on a Windows NT system is the DOS batch commands.  There are two DOS command shells supplied with Windows NT, cmd and command.

You want to use "cmd", as not all of the commands or features are available with "command".  "command" is provided for compatibility with older programs that launch "command" sessions.

Environment variables are useful for getting information about the system, and you can use them for making your batch programs and shortcuts flexible.

Slide 14 - Batch File Programming - Environment Variables - Samples

COMPUTERNAME

HOMEPATH

HOMESHARE

NTRESKIT

PROCESSOR_ARCHITECTURE

SYSTEMROOT

This slide shows some of the environment variables that are available to you.  The COMPUTERNAME gives the NETBIOS name of your system, the HOMESHARE and HOMEPATH give the path to where you are logged in.  The NTRESKIT shows where the resource kit files can be found.

PROCESSOR_ARCHITECTURE is useful if you have more than one type of computer running Windows NT.  In the past it was I386 and Alpha.  In the future it could be IA64.  By placing the PROCESSOR_ARCHITECTURE environment variable in your paths or shortcuts, you can have a common directory tree with subdirectories for specific binaries.

SYSTEMROOT is of course where the NT system resides.  No assumptions should be made as to where it is.

There are many other ones, and using the SET command by it self will display them.

 Slide 15 - Batch File Programming - Environment Variables - Limitations

· Services can only see system environment variables that are in effect at boot time.

· Compensate by having scheduled tasks execute a file Local_information.bat that just defines a few useful global environment variables.

The downside of using environment variables is that under NT 4.0, a service only knows the definitions that exist at the time that Windows NT was booted.

To work around this, I use a file called local_information.bat.   One copy of this file is maintained to have all of the local information needed for a site.

A copy of this file is placed on every server and workstation as needed. 

Any batch file that needs information that is specific to that site will call this batch file to set the environment variables.

This allows batch command files that would normally need to have site specific information in them to be written generically.  It greatly simplifies in managing multiple sites.

Slide 16 - Batch File Programming - Environment Variables - More information

· System and User and local differences

· System and User can be set through control panel.

· SETX, KiXtart, and Pathman can set.

· Windows Explorer does not see environment variables set in login scripts.

· SETX, KiXtart, and Pathman can hang up when combined with some other services like Exchange Server.

There is a System wide list of environment variables, and there is a user specific list of environment variables if the user has a profile.  Profiles are generally initialized on an interactive login.  System and User environment variables are stored in the registry.

Services should not depend on having user environment variables or a profile.

User environment variables will supercede system environment variables.  When a process starts, it inherits a copy of the environment variables from it's parent process. 

Environment variables can be set through the System applet in the control panel.  When you do this, a message is sent to all interested programs and they can optionally update their view of them.

As pointed out earlier, these changes are not seen by any services, even if you start them after the change.  Also not all programs will see the changes.  DOS command sessions will not see any changes to the tables after they are launched.

For scripting, you can use the SETX or KiXtart utilities to set any environment variables globally that you need.  Pathman can set your local path or the default path.  When these utilities are used to set the global environment variables, that information is remembered across reboots, just as if you had used the System applet in the control panel to set them.

Now unfortunately, you can not use these utilities to set the environment variables in logon scripts.  The explorer shell does not see the changes.  To make them active, you either have to use the System applet in the control panel, or logoff and login again.

When the explorer shell does not see the changes, neither will any of the programs that it launches.

If you run these utilities at any time after the login is complete, then the explorer shell will see the changes, and so will all the programs launched after that point.

Here is where one of the bugs in the Resource Kit Utilities shows up.  It seems that using any of the programs in the resource kit that I have discovered will set global environment variables will not get along with some other programs on a server.  Certain versions and options of Exchange Server are an example of one that will cause this problem to show up.

The symptoms are that the global environment variable will be set, and the utility used to set the variable will hang.  You can use either the Remote Kill Service or the NT Task Manager to kill the hung command, and then a script will continue normally.  The only known workaround is not to use these utilities where you see this problem.

Slide 17 - Batch File Programming - Relative Pathnames

· Using %0\.. instead of absolute paths.

· Different directories for different executable types.

· Environment variables can help improve readability.

Set utilpath=%0\..

Set utilexe=%0\..\%processor_architecture%

When you are creating command files, you will want to avoid using absolute paths or even mapping drives letters as much as possible.  Drive letters are a real scarce commodity and it is easy to get conflicts.

Fortunately when using a command files, you can easily find out the directory that it was executed out of.  The complete command file specification is stored in the parameter %0 and by using the "\..\" for backing up a directory level, you get the path with out the file.  That way your command procedure can reference data files and other command procedures with out having to code in a server or path name.

For those of you that are still using non-x86 systems, or will be possibly deploying ia64 based systems, it may be a good idea to place your executables and DLLs in their own directory.

Using the values that %processor_architecture% can return for the subdirectory names makes locating the correct executables easy.

Slide 18 - Batch File Programming - Checking the results

· Numeric status is in %errorlevel%.

· Use findstr for testing text values returned..

Net start | findstr /b /c:"   %service_name%" > NUL:

Most commands return a numeric code that will tell you if they succeed or fail.  This number is returned in the %ERRORLEVEL% environment variable.

When you need to test for a specific text status, pipe the output of the command through the findstr filter.  The filter sets %ERRORLEVEL% value.  Spaces are significant to findstr and this is useful for parsing output.

The sample line shown checks to see if a specific service is running.  The environment variable is used to modularize the code.

Slide 19 - Batch File Programming - Example: Installing Remote Kill Service

· Templates - save as .txt files.

· Locating a path.

· Creating a target directories.

· Stopping a running service.

· Copying files.

· Installing a service.

· Resulting file can be installed remotely using the schedule service and AT command.

I keep a collection of template batch file pieces saved with a .TXT extension so that notepad can pull them up easily and they do not accidentally get executed.  By putting them together with cut and paste it is like having building blocks.

This example walks through a simple script that installs the Remote Kill service.  Most resource kit services and user written services can be installed in this way.

The Remote Kill service has the unique ability to kill a service that is hung and not responding.  Task manager can not do this, even when you are logged in as a local administrator for that system.

The only other way to kill a hung service with out rebooting is to log on interactively to the service account.  That is not desired as it can mean that more people need to know the service account password, and it also will cause a profile to be created for that service account.

Slide 20 - Batch File Programming - Example: Installing Remote Kill Service

rem File: Install_rkillsvc.bat

rem This procedure installs the remote kill service

rem This can be installed remotely by using the

rem "SOON" command from the NT Resource Kit

rem soon \\target 30 "UNC name of this file"

rem

rem 06-Aug-1997 J. Malmberg

A standard header that identifies the file, who wrote it, and how to use it, and any change history.

Slide 21 - Batch File Programming - Example: Installing Remote Kill Service

rem locate source of utilities

set utilpath=%0\..

set utilexe=%0\..\%processor_architecture%

This is from a previous example.  This section creates environment variables that are easier to read and understand than using the relative path notation.

Slide 22 - Batch File Programming - Example: Installing Remote Kill Service

rem Create a destination directory if needed

if exist %systools% goto systools_ok

if not exist %systemdrive%\systools mkdir %systemdrive%\systools

set systools=%SystemDrive%\systools

:systools_ok

This creates a target directory on the system drive for the tools if it does not already exist.

A default location is given for the case that a path has not already been provided by an environment variable.  Note again that to use the environment variable it must have been present at boot time.

I use the "systools" on the system drive to place all local management procedures and programs so that they are easy to find.

Slide 23 - Batch File Programming - Example: Installing Remote Kill Service

rem Stop the service if it is running

set service_name=rkillsrv

net start | findstr /b /c:"   %service_name%" > NUL:

if errorlevel 1 goto not_running

net stop "%service_name%"

:not_running

This stops the service if it is running.  If you are replacing a service with a newer copy, the existing service must be stopped so the files can be replaced.

You will notice that there appear to be extra checks instead of using brute force to go past possible error messages.

I try to make sure that no error messages are generated whenever possible.  This is so I do not have to deal with some commands that stop batch files and ask for confirmation.  These tend to hang when run remotely.  I can not keep track of which ones do this in my head, and many times it is not documented.

Another reason is that the support staff should not be getting use to ignoring error messages that show up when running batch files.

Slide 24 - Batch File Programming - Example: Installing Remote Kill Service

set tfile=rkillsrv.exe

if exist %systools%\%tfile% del %systools%\%tfile%

copy %utilexe%\%tfile% %systools%\%tfile%

Any old version of the file is deleted and a new copy is obtained from the source executable directory.  This uses the environment variables defined previously.

When you are copying multiple files, all you have to do is clone the three lines and change the value assigned to %tfile%.

Slide 25 - Batch File Programming - Example: Installing Remote Kill Service 

add and start the service

%utilexe%\instsrv %service_name% %systools%\%tfile%

net start "%service_name%"

The resource kit utility "instsrv" is used to install the service.  Some services are self-installing others use the instsrv service.  The Service Control utility can also be used.

This completes a simple example of a DOS command file for installing a service.  It can be run locally on the target system, or sent to it via the schedule service.

By use of the environment variables it is easy to have a collection of small scripts or to modify an existing script.  This speeds up implementing new procedures.

Moving on now to some other issues with Batch File Programming.


User accounts can easily be created using the "net user" command.  You can find someway of generating a pseudo random password.

If you have resource domains, then in order to put the account in the correct domain, you must take care to have the account created on a machine in that domain.  Having your procedure use the SOON utility to schedule a batch job on the desired domain's PDC easily does this.

Domain accounts are always created on a PDC regardless of where you issue the command to create them.  When you go to lookup accounts, the request usually will go to a BDC.  When you create an account in a batch job, the account is not available for other operations until the change has been replicated to the BDC that your other request is going to.

The resource kit utility "sleep" allows your DOS command session to wait for this to happen and retry the operation.  Since it can take 15 minutes for a replication cycle to reach the BDC that your command is looking up the account information on, I use a sleep interval of 120 seconds.

One warning about sleep, we have found one workstation configuration running highly specialized software that the sleep utility just goes into a coma and never wakes up.  It seems to be an isolated case.

I have not found a batch utility that allows setting the password of an account not to expire.  So for this you must use the User Manager for Domains, also supplied with the Resource Kit.  It is far easier than creating the account from scratch, as you only have to check a box.

Slide 27 - Batch File Programming - Example program fragments

· Setting an ACL on a file

cacls %tfile% /g "%MDOM%\%Domain Admins":c < %utilpath%\y.txt

· Using the Service Control Utility.

%utilexe%\sc.exe config %service_name% obj=%MDOM%\%srvacc% password=%passwd% start =  auto

This "calc" example shows how to handle a utility that insists on a confirmation.  A file Y.TXT is stored in the source directory of these scripts.  It only contains the letter Y.  The calc utility would otherwise abort in a batch script.

The second example is using the service control utility to create a service using a specific account.

Slide 28 - Batch File Programming - Example program fragments

· Detecting if running on a BDC

%utilexe%\netdom bdc | find "%computername%" > NUL:

· Granting a right to an account (non-BDC)

%utilexe%\ntrights +r SeServiceLogonRight -u %MDOM%\%srvacc%

· BDC must redirect command to the PDC

%utilexe%\ntrights -m %mypdc% +r SeServiceLogonRight -u %MDOM%\%srvacc%

If you are granting an NT security right to an account, you have to know if you are running on a backup domain controller.

The "ntdom" utility will retrieve information about the logged in domain and filtering a list of BDCs through the "find" filter will give you this information.

The "ntrights" utility example shows giving an account the right to logon as a service for both a normal condition and the special case for running on a Backup Domain Controller.

A Backup Domain Controller can not grant rights, as it only has a copy of the SAM database.  It must redirect the request to the current Primary Domain Controller.  The "ntrights" utility will always try by default to work on the local system.

Slide 29 Batch File Programming - Finding the PDC for a BDC

· Sometimes you need to build a command file.

%utilexe%\netdom bdc | find "PDC for domain" > %systools%\cpudomain.bat

%utilexe%\munge %utilpath%\set_cpudom.munge %systools%\cpudomain.bat

%systools%\cpudomain.bat

Determining the current PDC is not as easy as I would like from a batch file.  The basic problem is how do I get an arbitrary output from a file and put it an environment variable?

The answer is to build a command file.  The "netdom bdc" output is piped through the "find" filter to isolate the line that contains the Primary Domain Controller for the computer.

The file is then edited to become a "set" command and executed.

Slide 30 Batch File Programming - String Substitution

· munge is a utility to do string substitution in a file.

%utilexe%\munge %utilpath%\set_cpudom.munge %systools%\cpudomain.bat

%systools%\cpudomain.bat

The "munge" utility is used to do a batch edit of the file.  It processes an input file that contains pairs of strings to be globally replaced.

For this example it is converting the filtered output from the "netdom" command into a batch command file to set an environment variable with the results.

Creating custom menus on a server to use when you log in anywhere on NT.

Slide 31 Serving up the NT Resource Kit Utilities on a Network

· Allows access to authorized users anywhere

· Only include the utilities that are wanted

· Manual setup and maintenance

If you set the Windows NT Resource Kit Utilities on a Network drive letter, you can have the client and batch utilities where ever you are logged in, with out having to have the resource kit utilities installed on every possible box.

You can restrict what users have access, and only need to include what you use, and have tested.

This does require a manual setup.

Slide 32 Network Served Resource Kit - The Directory Structure

x:\ntrk

x:\ntrk\art

x:\ntrk\Online Docs

x:\ntrk\Super User

x:\ntrk\x86

x:\ntrk\x86\shortcuts

The directory structure that I use is displayed here.  Replace 'x' with the drive letter appropriate for your environment.

Slide 33 Network Served Resource Kit - The Directory Structure

x:\ntrk

· The base directory.

· Contains almost all non-executable files.

· Contains setup and maintenance command files.

· Client needs the %NTRESKIT% user environment variable set to this directory.

x:\ntrk\art

· Contains graphics for one document.

The base directory will have almost all of the non-executable files needed for the utilities, and the batch command files needed to add the Resource Kit Shortcuts to your Start Menu.

You must set the %NTRESKIT% user environment variable to point to this directory for the hyperlinks in the Resource Kit Documentation to work.

Slide 34 Network Served Resource Kit - The Directory Structure

x:\ntrk\Online Docs

· Shortcuts to the Online Documentation in the base directory.

· Use deeper directories to organize by subject.

x:\ntrk\Super User

· Contains shortcuts that use the Super User utility to launch selected programs.

The "Online Docs" directory is a set of shortcuts that can be copied directly into the start menu of your workstation from the login script.  Not only can you put the NT Resource Kit books here, you can put shortcuts to many of the other documentation files a directory tree.

The "Super User" directory is a set of shortcuts that invoke selected utilities under the Super User utility.  Both Super User and shortcuts will be covered later on.

The login script can conditionally copy these shortcuts to your start menu if it detects the Super User helper service running.  We covered earlier how to detect if a service is running.

Slide 35 Network Served Resource Kit - The Directory Structure

x:\ntrk\x86

· Architecture specific executables and help files.

· Name matches %processor_architecture% value.

· Add %ntreskit%\%processor_architecture% to user %path% environment variable.

x:\ntrk\x86\Shortcuts

· Shortcuts to the graphical utilities.

The "x86" directory or whatever other architectures you have will contain binaries for a utility and any other files that it requires to be in the execution directory, like the help files.

To access the batch utilities you should add "%ntreskit%\%processor_architecture% to the user %path% environment variable.

The Shortcut directory is a set of shortcuts for those utilities that can be launched from the start menu.

Slide 36 Setting up Shortcuts

· Create a shortcut from Explorer

· Change the path to the utility in target: to be %ntreskit%\%processor_architecture%

· Change Start in: to be %homeshare%%homepath%

· In Change Icon …, change the path to be %ntreskit%\%processor_architecture%

The shortcuts are created as normal shortcuts, but then are modified to remove the path dependencies.  The environment variables accomplish this.

Slide 37 Using the shortcut utility

· Shortcuts default to being "smart"

· Shortcuts need to be made stupid using the shortcut utility.

Shortcut -s -n "shortcut file.lnk

Shortcuts by default are "SMART".  They remember the UNC pathname that they were created on, and will use that absolute path instead of the one you want as a first attempt at opening the target.

In order to make sure that the path you specified is used, you must make the shortcut stupid.

This is done through the shortcut utility.


The main menu of the Windows Explorer is represented as a directory structure that is stored on disk.  The local policy settings for the domain indicate if it is primarily stored in the default location locally on your PC, or stored on a share for a roaming profile.

To update the start menu of your main session, you just copy the shortcuts from their respective directories into directories of the same name at the level of the start menu that you want.

I do this from a batch file in the startup group.  It also makes sure that the %NTRESKIT% and %PATH% environment variables are set.

If your policy has your start menu at a different location than where your profile is stored, then you need to make sure that copy is updated also.  VDESK, a utility that allows you to be logged in as different users will always use the menus from local disk where NT is installed.

To facilitate using the SUPER USER utility, I have the batch file in the startup group calculate what the equivalent System Engineer or System Administrator account name would be from examining the logged in name.  This is possible from a local account naming convention, where a suffix indicates the special accounts.

Setting up an administrator's workstation.

You do not want to use an administrative level account to do most normal office tasks.  This can lead to the inadvertent update of global templates.

You also want to do these tasks in the same environment as the users that you support.

It is usually not convenient to logoff of what you are doing just to do something administrative.

The resource kit utilities VDESK and Super User give you the ability to have one workstation with it's keyboard and monitor positioned the way you want on your desk, instead of having two PCs, even with a keyboard switch.  This is a case where one is better than two.


Of all of the System Management Utilities, VDESK is the one that uses the most resources.

This is because it is managing multiple explorer shells and virtual screens.

These all take memory.

Also even with putting the Resource kit client utilities out on the Network, in my experience Windows does not perform well in a low disk space condition.

A number of the Back Office products require that their administrative tools be installed locally on a workstation, and not be served over a network.  To accommodate this, you need a to make sure that you have enough disk space.


VDESK is a program that is installed on a workstation that allows multiple desktops to be active under multiple users.  The startup of a session login is modified in the Registry to activate the VDESK server when you login.

You use the Control F1 key to select the primary desktop and Control with F2 through F9 for the alternate desktops.  When you select a desktop, the entire viewing screen is swapped.

Initially an alternate desktop will have the default wallpaper.

To login a user on an alternate desktop, you press the Control + ALT + Insert keys simultaneously.

When you enter in your login information, note that it requests you to enter the domain name where you expect to type the password.  This is the way the main login screen worked with Windows NT 3.51.

Once you are logged in, to run a program under that user you use the Control + Escape keys to bring up a Task Manager.  If you then run "Explorer" you will have a second Explorer shell running under a different user context that you can switch to easily.


The way I run VDESK is to use the non-privileged account as the primary session, and then log in as my administrator account on the second session.  I usually do not run any more sessions.

Not all programs will work.  For those programs that will not run under VDESK, I run them under Super User.

If you map a drive letter under an administrative session, that drive letter is not accessible to the non-privileged sessions.  The sessions otherwise have access in accordance with the security that they logged in on.

WARNING.  The alternate sessions are still logged in even when you log off the primary session.  You must either lock your workstation when away, or reboot it to make sure that all sessions are clear.

Slide 43 Super User

· Allows you to run single programs as a different user.

· Works on the primary session of VDESK.

· Works with programs that VDESK will not.

· Not as convenient as VDESK.

· DOS based utility.

· Some unknown settings.

Super User is a client program that uses a helper service to run programs as a different user.  You can use it to cover the gaps in VDESK, or by it self.

With Windows 2000, this utility may become less important with the "RUN AS" command being available.

You use the Super User utility on the primary session.

It is not as convenient as VDESK as you need to log in each time you launch it.  Well you can start a CMD window as an alternate user and then launch windows from that.  But then you need to remember the actual program names for the utilities.

It is a DOS command based utility, so shortcuts first launch a DOS session and a login screen, and then launch the windows program after you log in.  I set up the properties of the DOS session on the shortcut to make it as small as possible.  After the windows based application is launched the leftover DOS session will hang around until the windows application exits, or you close the DOS session.

Closing the DOS session has no effect on the Windows application after it has started.

The login box for a Super User session contains some information about profiles and desktops.  I have not found any effect from changing the profile or environment settings for any utilities I use.

Changing the desktop settings seems to cause the application to not run anywhere that I can find it. 
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· Almost the same as a normal shortcut

· Shortcut runs SU and takes the application name as a parameter

· Use environment variables to fill in username and domain.

%ntreskit%\%processor_architecture%\SU.EXE %prvuser% %ntreskit%\%processor_architecture%\dhcpadmn %domain% -e -cb -g

You create a Super User menu shortcut by first creating or copying a shortcut to a DOS command.  You then modify the settings for the application as described earlier for setting up a shortcut, including making it stupid.

You then can setup the command to be SU with the application and the options needed.  Specifying the environment variables for the privileged user and the domain will reduce the amount of typing needed to launch the application.

You can map the ICON for the shortcut back to the application that will be eventually launched to make it easier to select out of a menu.

Questions and Answers

Slide 45 Summary

· Overview of some of the Utilities.

· Batch file programming.

· Setting up for network access.

· An administrative station to save physical desk space, and PCs.

Slide 46 Questions and Answers.

Thank you for attending my presentation.

John Malmberg, Saturn Corporation

Work: John.Malmberg@gm.com

Home: Malmberg@eisner.decus.org

Slide 5 Most useful utilities.


regback and regrest


Supplements backup, Just in case


Monitor service


A universal status watcher service that can be configured to send alerts.








Slide 9 Giving commands to a remote server


NT was designed for remote management.


Most commands allow designation of target system.


The Schedule Service


AT command can cause batch command files to execute on target system.
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Use Server Manager from the resource kit.


Security Concern with common accounts.


You may be sharing more than you intended.


IE 5.0 and Window 2000 change in behavior.


You must visit the system once to set up to run commands from remote with a domain account
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AT \\computername time "\\server\share\path\command"


SOON \\computername delay "\\server\share\path\command"


Computers need to be in time synchronization.


Use timeserv or NET TIME commands.


Times are given in local time, not the remote time!
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The net user command will create an account in the target computer's domain.


Use a batch procedure through the schedule service to create accounts on the PDC to insure the account is created in the correct domain.


Accounts created are not visible to commands until they have been replicated to the BDCs.


Use sleep and retries until success.


Manually set service passwords to not expire.
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Updating the main Start Menu.


Updating the profile Start Menu location for VDESK


%userprofile%\Start Menu


Special environment variables for Super User


%privuser%=%username%code
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Why you do not to only use an Administrator level account.


Programs may inadvertently update global templates.


You are not running the same day to day environment as your users.


Using only one workstation instead of two.


Virtual Desktop (VDESK) and Super User (SU).
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Minimum System Recommendations.


48 MB of RAM for Windows NT 4.0.


2 GB of disk space on the system disk


Make sure that at least 300 MB is free on the system disk with everything installed.


More is always better.
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Allows multiple desktops to be active under multiple users.


Uses Control + F1 through F9 to select desktops.


Use Control + Alt + Insert to login a second user.


Use Control + Escape to launch a program.


Use "Explorer" to get a second shell in an alternate desktop.
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Use domain non-privileged account as primary session.


Use domain administrator level account on second session.


Not all programs will run on the second session.


Mostly Microsoft Foundation Classes and MMC.


Privileged user is logged in even if you logoff the primary session.











